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Introduction



• The labs objective is to discover the impacts of a “default” installation of 

Tomcat web container and, further, how to harden the installation at 

differents levels in order to reduce the attack surface.

• The target operating system used will be Windows 2012 R2 because, on 

Linux environment (ex: Ubuntu / Debian), the package provides a basic 

hardening level that is not applied into Windows installer of Tomcat.
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• Tomcat Windows installer version will also be used because, often, 

Tomcat is provided, as module, of a commercial package and the global 

installer of the commercial package install Tomcat using default settings.
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Tomcat installation



Required files are on your working VM:

• Apache Tomcat 8.0.28 for Windows

• C:\Workspace\Courses\trainingkit_host2\apache-tomcat-8.0.28.exe 

• JDK 8 64 bits for Windows

• C:\Workspace\Courses\trainingkit_host2\jdk-8u91-windows-x64.exe

• Vulnerable application

• C:\Workspace\Courses\trainingkit_host2\TestVulnApp.war
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• Java JDK installation steps:
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• Tomcat installation steps:
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• Vulnerable application installation (copy WAR file and wait 5 secs):

Tomcat installation 



Tomcat installation 

• Open application access to final users….



Security issues analysis Guide



• Cause 1: Application source code level.

Sec. Issues analysis



• Cause 2: Windows service credentials configuration level.
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• Cause 3: Tomcat credentials storage protection level.
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• Cause 4: Network access segregation level for access to TC admin app.
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• Cause 5: Access right level for TC owner user on « webapps » TC folder.
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• Cause 6: TC JVM Security Manager level.
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• Cause 7: TC Documentation and ROOT applications are still online.

Sec. Issues analysis



Hardening Guide



• Based on the security issues analysis, we will apply hardening operations

on every security issues, one by one, in order to close as much

exploitability path as possible…

Hardening



As reminder, this is the working areas (C = Cause):

• C1: Application source code level.

• C2: Windows service credentials configuration level.

• C3: Tomcat credentials storage protection level.

• C4: Network access segregation level for access to TC admin app.

• C5: Access right level for TC owner user on « webapps » TC folder.

• C6: TC JVM Security Manager level.

• C7: TC Documentation and ROOT applications are still online.

Hardening



!!! Before to start any hardening step, stop Tomcat Windows service !!!
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C1: Application source code level.

• We assume here that we cannot act on application code because it’s a 

Open Source commercial product and the vendor will provide us a security

patch in 6 month !

Hardening – C1 



C2: Windows service credentials configuration level.

Objective: 

Create a dedicated user for Tomcat in order to avoid that Tomcat application 

alter Operating System or access to OS sensitive files.
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C2: Windows service credentials configuration level.

Soluce:

Step 1: Open OS management console and create the user.
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C2: Windows service credentials configuration level.

Soluce:

Step 2: On Tomcat system folder, apply access rights in order to restrict 

accesses to Tomcat folder only for OS admin and Tomcat dedicated user.
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C2: Windows service credentials configuration level.

Soluce:

Step 3: Configure Tomcat Windows service to use the Tomcat dedicated user.
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C2: Windows service credentials configuration level.

Soluce:

Step 4: Start Tomcat Windows service and verify the access restriction.

Hardening – C2 

Normal because the « tomcat » user have full 
access to the Tomcat installation folder but let’s

see about others OS files….

Hardening just begin but we have now limited
access for application exposed through Tomcat…



C3: Tomcat credentials storage protection level.

Objective: 

Protect credentials stored in Tomcat user XML file.

Hints:

https://tomcat.apache.org/tomcat-8.0-doc/realm-howto.html#Digested_Passwords 

http://davidghedini.blogspot.lu/2010/07/tomcat-manager-password.html 

https://tomcat.apache.org/tomcat-8.0-doc/config/credentialhandler.html
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C3: Tomcat credentials storage protection level.

Soluce: 

Step 1: Generate a SHA512 hash of the user password using Tomcat digest 

script and replace the plain-text password with this hash into the «tomcat-

users.xml file». Hash must be salted, use iterations count > 10000 and use a 

key length of 512 bits.
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C3: Tomcat credentials storage protection level.

Soluce: 

Step 2: Edit the «server.xml» file to configure the credentials handler for the 

following user realm. 
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C3: Tomcat credentials storage protection level.

Soluce: 

Step 4: Start Tomcat Windows service and verify the Tomcat user password

protection.

Hardening – C3 

Application can still have access to « server.xml » 
to see the hashing algorithm used and to the 

« tomcat-users.xml » to see the hash infos but….

Hardening continue and now application must use 
brute force to retrieve the plain-text password.



C4: Network access segregation level for access to TC admin app.

Objective: 

Restrict access to Tomcat admin application only from localhost or 127.0.0.1.
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C4: Network access segregation level for access to TC admin app.

Soluce: 

Step 1: Edit the «context.xml» file of the Tomcat manager application to 

enable the restriction valve in order to restrict access from specified

domain/ip.
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C4: Network access segregation level for access to TC admin app.

Soluce: 

Step 2: Start the Tomcat Windows service and verify the network restriction.
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C5: Access right level for TC owner user on « webapps » TC folder.

Objective: 

Update access right in order to avoid that Tomcat dedicated user write into

«webapps» application in order to avoid that an application create a webshell

through a jsp or a compiled servlet.
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C5: Access right level for TC owner user on « webapps » TC folder.

Objective: 

Step 1: Update access rights to remove «Write» access to Tomcat dedicated

user on «webapps» folder.
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C5: Access right level for TC owner user on « webapps » TC folder.

Objective: 

Step 1: Try to write a file into the «webapps» folder as Tomcat dedicated user.
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Undo this hardening in order to continue on next hardening…
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C6: TC JVM Security Manager level.

Objective: 

Enable Java Security Manager to restrict action that can be performed by the 

application deployed on TC server.

Hints:

https://docs.oracle.com/javase/7/docs/technotes/guides/security/PolicyFiles.html

https://docs.oracle.com/javase/7/docs/technotes/guides/security/permissions.html

https://tomcat.apache.org/tomcat-7.0-doc/security-manager-howto.html

http://tomcat.apache.org/tomcat-8.0-doc/config/host.html#Standard_Implementation
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C6: TC JVM Security Manager level.

Soluce:

Step 1: Enable the Security Manager into Tomcat instance.
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C6: TC JVM Security Manager level.

Soluce:

Step 2: Start the Tomcat Windows service and verify the access possibility of 

the application.
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C7: TC Documentation and ROOT applications are still online..

Objective: 

Undeploy theses applications.
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C7: TC Documentation and ROOT applications are still online..

Soluce: 

Step 1: Remove theses applications from folders « webapps ».

Hardening – C7 

Don’t forget the Tomcat app cache folder…



C7: TC Documentation and ROOT applications are still online..

Soluce: 

Step 2: Start Tomcat Windows service and verify that applications has been 

removed.

Hardening – C7 



Questions


