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Hardening web
application servers
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Labs objective

Tomcat and web application installation
Security issues analysis
Tomcat hardening
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Introduction



"9 Introduction

The labs objective is to discover the impacts of a “default” installation of
Tomcat web container and, further, how to harden the installation at

differents levels in order to reduce the attack surface.

The target operating system used will be Windows 2012 R2 because, on
Linux environment (ex: Ubuntu / Debian), the package provides a basic

hardening level that is not applied into Windows installer of Tomcat.
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"9 Introduction

Tomcat Windows installer version will also be used because, often,
Tomcat is provided, as module, of a commercial package and the global

installer of the commercial package install Tomcat using default settings.
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Apache
Tomcat

The Apache Software Foundation
http://www.apache.org/

Tomcat installation
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"9 Tomcat installation

Required files are on your working VM:
- Apache Tomcat 8.0.28 for Windows

«  C:\Workspace\Courses\trainingkit_host2\apache-tomcat-8.0.28.exe
- JDK 8 64 bits for Windows

«  C:\Workspace\Courses\trainingkit_host2\jdk-8u91-windows-x64.exe
* Vulnerable application

« C:\Workspace\Courses\trainingkit_host2\TestVulnApp.war

EXCELLIUM



™ Tomcat installation -

- Java JDK installation steps:

sPC » Downloads

Mame

@ apache-tomcat-8.0.28.exe;
£ jdk-8uB6-windom:

LALT

Java SE Development Kit & Update 66 (64-hit) Successfully Installed

Click Mext Steps to access tutorials, API documentation, developer guides, release notes
and mare to help you get started with the JDK,

(64-bit) - Custom Setup | *

n change your choice of features after
Control Panel

Feature Description

Java SE Development Kit &
ipdate 66 (64-hit), induding the
JavaFX SDK, a private JRE, and
the Java Mission Control tools
suite. This will reguire 130ME on
your hard drive.

[ e |

EXCELLIUM



™ Tomcat installation

- Tomcat installation steps:

) @ locelhost8080 v | | Q, Search

PC » Downloads

Mame

'@ Apache Tomcat/8.0.28

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.0.28 Wpache Software Foundation
http://www.apache.org/

If you're seeing this, you've successfully installed Tomcat. Congratulations!

™

Recommended Reading: TIToIT THIS
% Security Considerations HOW-TO
Manager App

Manager Application HOW-TO

Clustering/Session Replication HOW-TO MJ

Apache Tomcat @

Cancel
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"9 Tomcat installation

- Vulnerable application installation (copy WAR file and wait 5 secs):

I Downloads -8 X
'i(__') -1 | & v ThisPC » Downloads v (‘_‘;| ‘ Search Downloads 2 |
. s £ B .
< Favorites Mame Date modified Type Size
B Desktop E| @ apache-tomcat-8.0.28.exe 13-11-15 09:59 Application 9.842 KB
& Downloads L jdk-BubB-windows-x64,exe 13-11-15 10:54 Application 191,135 KB
5l Recent places || TestVulnApp.war 09-11-15 0625 WAR File 210 KB
1M This PC
Bl e hd
3 iterns =

Home Share View v 0
-':(:-:I - +t | v ThisPC » LocalDisl#(C:]l v Tomecatd0 » webapps W C.‘ | Search webapps o |
A Ll * ifi I
¥ Favorites MName Date modified Type Size
B Desktop )i docs 13-11-1513114 File folder
4 Downloads |/ manager 13-11-1513:14 File folder
“Zl Recent places L ROOT 13-11-1513:14 File folder

'8 Thiz P
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< 7 xm
<!
L3
Lol @

<o

localhost: 2020 Test

J'; /manager

€ f localhost: 2080 manager/hty

Software Fo
http://www.ap)

2N

The R

Message: ox
Manager
| |List Applications Server Status
Applications
Path Version / . ’
Oh dear, we are in trouble
I Mone spec| 4 :
5 .
Undeploy

[TestVulnApp MNone specified true 1

| Expire sessions ‘ with idle = |SD |mmutes

Start | Stop || Reload || Undeploy |
/docs MNone specified Tomcat Documentation true 0

| Expire sessions ‘ with idle 2|3l} |minutes

Start Stop Reload Undeploy
Imanager MNone specified Tomcat Manager Application true 1 | Evpire sessions ‘ S |SD |mmutes

+ GE1 lDagerspatn=/Lanaaa.png

3 requests

I0CaINoSTiEUE0
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Security Issues analysis




1) Sec. Issues analysis

Cause 1: Application source code level.

j{iWebservlet(

@override

1

(HttpServletRequest req, HttpServletResponse resp)

ath = req.getParameter( Vi
= || .equals(path.trim()}) {

(path
path

h
is = .getClass().getResourceAsStream{path);
resp.setContentType( ¥;
(is == ) 1
resp.setContentType| b H
is = FileInputStream(path};
.copy(is, resp.getOutputStream(});
( e) {

e.printStackTrace(};
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+ Cause 2: Windows service credentials configuration level.

Apache Tomcat 8.0 Tomcat8 Mame Description Status
* 1 Apache Tomecat 8.0 Tomcatd  Apache To..  Running
Stop the service i%ﬁ.pp Readiness Gets apps re..
Restart the service i%hpplication Experience Processes a..,
i%ﬁ.pplicatiun Identity Determines ..,
Description: i%hpplication Information Facilitates t...  Running
Apache Tomcat 8.0.28 Server - '?.:.ﬂ Application Layer Gateway ... Provides su..,
hitp://tomcat.apache.org/ Ea.;} Application Management Processes in.. Running

Startup Type

Manual

Manual (Trig...
Manual (Trig...
Manual (Trig...

Manual

Manual

Log On As

Local System

Local Systern
Local Service
Local Systemn
Local Service

Local System
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1) Sec. Issues analysis

Cause 3: Tomcat credentials storage protection level.

= CATomcat8.0\conf\tomcat-usersxml -

File Edit Selection Find View Goto Tools Project Preferences  Help

tomcat-users.xmil

<2 version="1.8" encoding="cpl252'?>

xmlns="http://tomcat.apache.org/xml"
umlns:xsi="http://vamw.w3.org/2001/XMLSchema-instance™
¥si:schemalocation="http://tomcat.apache.org/xml tomcat-users.xsd"
versign="1.8"%

username="tomcat” password="tomcat” roles="manager-gui™ />
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Cause 4: Network access segregation level for access to TC admin app.

< | META-INF
Home 5hare Wiew
I (© ~ ¢ | | » ThisPC » Local Disk (C:) » Tomcat3.0 » webapps » manager b META-INF
‘¢ Favorites Mame - Date modified Type Size
B Desktop =] context.xml 07-10-15 20:26 AML Document 2 KB
I 4 Downloads
L] Recent places =] CA\Tomcat8.0\webapps\manager\META-INF\contextxml » - Sublime Text (UNREGISTERED) I;Ii-

File Edit Selection Find View Gote Tools Project Preferences Help
1M This PC
i i Desktop
| Documents
4. Downloads
| o Music
=| Pictures
& Videos
i, Local Disk (C:)
&% CD Drive (D¢ Virtual
L SharedFelder (Vwvbo

I Eh MNetwork Line 1, Column 39 Spaces: 2
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Principal: ~ CREATOR OWMER  Select a principal

Type: | Allow w |

Applies to: |Su|::lfn:u|ders and files cnly v|

Advanced permissions:
Full contral
Traverse folder / execute file
List folder / read data
Read attributes
Read extended attributes
Create files / write data
Create folders / append data

[ ] Only apply these permissions to objects and/or containers within this container

[] Write attributes

Write extended attributes
Delete subfolders and files
[v] Delete

Read permissions

Change permissions

Take ownership

Show basic permissions
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Sec. Issues analysis

Cause 6: TC JVM Security Manager level.

C\Tomcat8.0\logs\catalina.2015-11-14.log - Sublime Text (UNREGISTERED)

Tools Project Preferences Help

m

m
=5

[main] org. .catalin 5 ionLoggerLi
[main] org. .catalin | nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. .catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi
[main] org. catalin nLoggerLi rgument:

[main] org. catalin nLoggerLi argument:

[main] org. .catalina. onLoggerLi .1o i argument:

[main] org. .catalin Ve nLoggerLi -lo i argument:

[main] org. - Al ecy Ve e A : Apache

m
m
5

er number:

m

m
m m
= =

m

m
=5

Architecture:
Java Ho

m

m
=5

m

I 3 3323 33
m
5

m

m m
= =

argument: -Dcatalina.

argument: -Dcatalina.
mand 13 argument: -Djava.endo
mand 11 argument: -Djava.
mand 11 argument:

b B B B B B M e |

T 77T T T T T OTTOTTOTTOTYOTTOTYOTY
Fim S e e S B e e e S O e
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") Sec. Issues analysis

+ Cause 7: TC Documentation and ROOT applications are still online.

:PC » Local Disk (C) » Tomcatd0 » webapps »

Mame B Date mc
. docs 13-11-1¢
.. manager 13-11-1¢
. ROOQT 13-11-18
. TestVulnApp 13-11-1¢
|| TestVulnApp.war 09-11-1:
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Hardening




) Hardening

- Based on the security issues analysis, we will apply hardening operations
on every security issues, one by one, in order to close as much

exploitability path as possible...
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) Hardening

As reminder, this is the working areas (C = Cause):

C1:

C2:

C3:

C4:

Ch:

Cé6:

C7:

Application source code level.

Windows service credentials configuration level.

Tomcat credentials storage protection level.

Network access segregation level for access to TC admin app.
Access right level for TC owner user on « webapps » TC folder.
TC JVM Security Manager level.

TC Documentation and ROOT applications are still online.
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Hardening

Il Before to start any hardening step, stop Tomcat Windows service !!!

Run -

![-_'l

QK Cancel Browse...
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Hardening - C1

- C1: Application source code level.

We assume here that we cannot act on application code because it's a

Open Source commercial product and the vendor will provide us a security

patch in 6 month ! IF WE COULD.STOP COMMITTING &
PUSHING BROKEN CODETO THE DEVELOP
“REPO

THAT:D|BE GREAT

memegenerator.net
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) Hardening - C2

- C2: Windows service credentials configuration level.
Objective:

Create a dedicated user for Tomcat in order to avoid that Tomcat application

alter Operating System or access to OS sensitive files.
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Hardening - C2

- C2: Windows service credentials configuration level.

Soluce: | Genewl | MemberOf | FProfle | Envionment | Sessions
' Remote control | Remote Desktop Services Profile Dialin

lUse this tab to configure Remote Desktop Services remote control settings.

Step 1 Open O S To remotely control or observe a user's session, select the following user

chech bo:

[~ Enable remote control

Mame

o To require the users pemission to control or observe the session, select i
g'ﬁ;d mini the following check box: stering...
@ Guest ¥ Fequire user's permission cCess t..

tomcat Level of contral -

Specify the level of control you want to have over a user's session

 Wiew the uzer's seszion

€ |nteract with the session
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Permissions

For additional informatio

Permission entries:

Type Principal
B Allow  SYSTEM
B Allow  Administr:
8 Allow  CREATOR

| Add | | Remov

| Enable inheritance |

[]Replace all child objec

| General | Sharing | Security | Previous Versions I Customize |

Object name:  C:h\Tomcat8.0

GI’CIIJD ar User names:

51 CREATOR OWNER
52 5YSTEM
52, Administrators (WIN-VUGJGSROAMG \Administrators)

To change pemissions, click Edi.

Pemissions for CREATOR

OWNER Allow Deny

Full control -
Modify

Fead & execute
List folder contents
Read

Write hd

For special permissions or advanced settings,
click Advanced.

Edit (if available).

ubfolders and files




) Hardening - C2

- C2: Windows service credentials configuration level.
Soluce:

Step 3: Configure Tomcat Windows service to use the Tomcat dedicated user.

Apache Tomcat 8.0 Tomcat8 Description Startup Type Log On As
*4 Apache Tomcat 3.0 Tomcat? Apache Tomecat 8.0.28 Serv... Mtomeat

tart the service E}}}ﬁupp Readiness Gets apps ready for use the ... Manual Local System

QK

L Confim password: ' TI1111I1111. ‘
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Hardening - C2

- C2: Windows service credentials configuration level.

Soluce:

Step 4: Start’ @[ﬁ]@]ﬂﬂ@[ﬂ@@ access restriction.

tomcatd-stderr.2015-11-18.104

ow limited
gh Tomcat...

Hardeni
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) Hardening - C3

- C3: Tomcat credentials storage protection level.
Objective:

Protect credentials stored in Tomcat user XML file.

Hints:
https://tomcat.apache.org/tomcat-8.0-doc/realm-howto.html#Digested Passwords
http://davidghedini.blogspot.lu/2010/07/tomcat-manager-password.htmi

https://tomcat.apache.org/tomcat-8.0-doc/config/credentialhandler.html
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) Hardening - C3

- C3: Tomcat credentials storage protection level.
Soluce:

Step 1. Generate a SHA512 hash of the user password using Tomcat digest
script and replace the plain-text password with this hash into the «tomcat-
users.xml file». Hash must be salted, use iterations count > 10000 and use a

key length of 512 bits.

tomcat-users.xml semver.xml

username="tomcat"| password="cdeleafh7337885ced4bcasthiaddabas9ab7acfeasecab2fos63
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tomcat-users.xml ® server.xmil

version="1.8" encoding="utf-8'2>
port="8885" shutdown="SHUTDOWN" >
className="org.apache.catalina.startup.VersionLoggerListener™ />
className="org.apache.catalina.core.AprLifecyclelistener” SSLEngine="on" />
className="org.apache.catalina.core.lJreMemorylLeakPreventionListener™ />
className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelistener™ />
className="org.apache.catalina.core.ThreadlocallLeakPreventionListener™ />
>
name="UserDatabase"™ auth="Container”
type="org.apache.catalina.UserDatabase™
description="User database that can be updated and saved”
factory="org.apache.catalina.users.MemoryUserDatabaseFactory™
pathname="conf/tomcat-users.xml™ />
>
name="Catalina™>
port="8080" protocol="HTTP/1.1"
connectionTimeout="20660"
redirectPort="8443" />
port="8889" protocol="AlP/1.3" redirectPort="8443" />
name="Catalina™ defaultHost="localhost™>
className="org.apache.catalina.realm.LlockOutRealm™>
className="grg apache. cataling. realm UserDatabaseRealm™ rescurcelame="UserDatabgse™>
className="org.apache.catalina.realm.MessageDigestCredentialHandler™ algorithm="sha-512"/>

[
& W ooa

J R

(%]
lad B3 =

Fa P

%]
n e

[ %]

name="localhost"” appBase="webapps"

unpackWARs="true" autobDeploy="true">
className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access log" suffix=".txt"
pattern="%h %1 %u ¥t &quot;¥rlguot; Xs Xb" />

| )

w b
[ =]

L ka = & WL
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) Hardening - C3

- C3: Tomcat credentials storage protection level.

Soluce:

/@ http://localh..nf/server.xml X\+ -d

6 [ localhost: 2080/ TestVulnApp/log - -7t T T mme 2okl M o el o o ] [
<?xml wersion='1l.0' encoding
¥ — . <Server port="8005" shutdown

<Listener classMlame="org.z
@ 1 <Lisztener classHame="org.a

Hardening c
2= brute force

S ASU §F S s "I“I -

on must use

password.

<Connector port="80B0" p
connectionTim ‘

Zuser i redirectPort= c' \

<Connector port="s0039" p o r“ m ete

Basswo <Engine name="Catalina"™ U ' 5819cH7

5a7a3s <Realm classHame="org.

<Realm className="or base">

{ftﬂmc' <CredentialHandler Cicoomcumuc— wig. SpGeiis « of e G Liih . L COLlE . i 0Oy Cr L g oo vesoucie saencnul 8" algorithm="sha-512"/>

iBealms

List Applications HTML Manager Help Manager Help




) Hardening - C4

- C4: Network access segregation level for access to TC admin app.
Objective:

Restrict access to Tomcat admin application only from localhost or 127.0.0.1.
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) Hardening - C4

- C4: Network access segregation level for access to TC admin app.

Soluce:

Step 1: Edit the «context.xml» file of the Tomcat manager application to
enable the restriction valve in order to restrict access from specified

domain/ip.

=] CA\Tomcat8.0\webapps\manager\META-INF\contextxml -
File Edit Selection Find View Goto Tools Project Preferences  Help

context.xml

Verslio

EXCELLIUM



) Hardening - C4

- C4: Network access segregation level for access to TC admin app.
Soluce:

Step 2: Start the Tomcat Windows service and verify the network restriction.

g [ETSCIallengE

Soft

You are not

- SCompleted

tion Manager

Message:
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) Hardening - C5

- C5: Access right level for TC owner user on « webapps » TC folder.

Objective:
Update access right in order to avoid that Tomcat dedicated user write into
«webapps» application in order to avoid that an application create a webshell

through a jsp or a compiled servlet.
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) Hardening - C5

- C5: Access right level for TC owner

Objective:

Step 1: Update &

user on «

user on « webap

| General I Sharing | Security | Previous Versions | Customize

Object name:  C:A\Tomcatd. 0webapps

GI’DIJD Qr User names:

52 CREATOR OWNER

52 SYSTEM
b Qiomcat (WIN-VUBIGIROAMQ tomcat)

2, Administrators (WIN-VUGJGSROAME \ Administrators)

To change permissions, click Edit.

Pemissions for tomcat

Modify

Read & execute
Ligt folder conterts
Fead
Wite
Special permissions

For special permissions or advanced settings,
click Advanced.

ps » TC folder.

5 to Tomcat dedicated
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) Hardening - C5

- C5: Access right level for TC owner user on « webapps » TC folder.
Objective:

Step 1: Try to write a file into the «webapps» folder as Tomcat dedicated user.

Organize -

“r Favorit

1M This PC

'?'- Metwaor

Fil:

Save

I+ Hide Folders Encoding: | AMSI
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Undo this hard

Mame:

Cwner:

ChTomcatd.0hwebapps

tomcat (WIN-YUBIGIR0OAM N tomcat) @ Change

Permissions

Auditing

Effective Access |

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

5 Allow

2 Allow

8, Allow

Principal

tomcat (WIN-VUBIGIR0AMO,...

SYSTEM

Adrinistrators (WIN-VUEIGS...
tomcat (WIN-VUBIGIROAMOY...

CREATOR OWMER

Write

Full control

Inherited from

ChTomcatd.0h
ChTomcatd.0h
ChTomecat8.0h
ChTomeatd.0h

Applies to

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder only

Subfolders and files only

| Remove |

| Disable inheritance |

[ ] Replace all child object permission entries with inheritable permission entries from this object




) Hardening - C6

- C6: TC JVM Security Manager level.
Objective:
Enable Java Security Manager to restrict action that can be performed by the

application deployed on TC server.

Hints:
https://docs.oracle.com/javase/7/docs/technotes/guides/security/PolicyFiles.html
https://docs.oracle.com/javase/7/docs/technotes/guides/security/permissions.html

https://tomcat.apache.org/tomcat-7.0-doc/security-manager-howto.htmi

http://tomcat.apache.org/tomcat-8.0-doc/config/host.html#Standard &WEEEIP_WUM



CA\Tomcat8.0\conf\server.xml -

Selection Find View Goto Tools Project  Preferences  Help

senver.xml

version="1.8" encoding="utf-8"?>
port="8885" shutdown="SHUTDOWN" >
className="org.apache.catalina.startup.VersionLoggerListener™ /»
className="org.apache.catalina.core.AprLifecycleListener” SSLEngine="on" />
className="org.apache.catalina.core.JreMemorylLeakPreventionlistener™ [>
className="org.apache.catalina.mbeans.GlobalResourcesLitecyclelistener™ />
className="org.apache.catalina.core.ThreadlocallLeakPreventionListener™ />
*
name="UserDatabase” auth="Container"
type="org.apache.catalina.UserDatabase™
descripticon="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory™
pathname="conf/tomcat-users.xml" />
*
name="Catalina">
port="8080" protocol="HTTP/1.1"
connectionTimeout="26660"
redirectPort="5443" />
port="8889" protocol="AJP/1.3" redirectPort="8443" /:
name="Catalina™ defaultHost="localhost">
className="org.apache.catalina.realm.lLockOutRealm™>
className="org.apache.catalina.realm.UserDatabaseRealm” resourceName="UserDatabase™:
< className="org.apache.catalina.realm.MessageDigestCredentialHandler” algo
<f 3
*
name="localhost™ appBase="webapps"
unpackWARs="true" autoleploy="true"|deployXML="true"}
className="org.apache.catalina.valves.AccesslogWalve” directory="logs"
prefix="localhost access log" suffix=".txt"
pattern="%h ¥1 ¥u ¥t Zquot;¥riquot; ¥s %b" />




) Hardening - C6

- C6: TC JVM Security Manager level.

Soluce:

Step 2: Start the Tomcat Windows service and verify the access possibility of

the application.

o B R s

]
s e e )

{41
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{41
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o.FileInputStream. <3
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) Hardening - C7

- C7: TC Documentation and ROOT applications are still online..
Objective:

Undeploy theses applications.
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. Hardening - C7

- C7: TC Documentation and ROOT applications are still online..

Soluce:

Step 1. Remove theses applications from folders « webapps ».
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Hardening - C7

- C7: TC Documentation and ROOT applications are still online..

Soluce:

| = i % localhost: 2080/ manager/html

Tomcat Web Application Manager

e G 1 AlIENUE

List Applications
na.core
org.apa

org.apag -
oro - Path Version
g.apa

nning

Sdals| || TestVulnA None specit "
na.star

>
giipleteum” L =
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{manager MNone specit




Questions




